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Be Proactive, Not Reactive!

Monitoring the availability of key network (TCPP/IP) listen ports is quick & simple with Sentry-go. Once configured, the
monitor can periodically verify that access to these ports is available, key services are listening for the proper inbound
requests and alert you immediately issues are detected. The status of the Windows Firewall can also easily be
monitored from here.

To do this, follow these steps ...

e Start the Easy Access Utility or Client Console, select the monitor & click “Configure”.
Click here for more information on configuring Sentry-go.
o Select the “Ports” button to display the Ports configuration list.
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The Windows Firewall and/or Network listen ports should be checked every IE- minutes (0 disables all)
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To monitor the status of the Windows Firewall ...
o Select the appropriate option from the “How do you want to monitor the Windows Firewall” dropdown
o Ig[t).tionally click the “Test” button to verify that the Firewall is accessible from the monitor.
o Select the group that will be notified if a Firewall status error is detected.

To verify access to a TCP/IP port (either a standard or custom port) ...

o Click “Add” to display the “Add/Edit Monitored Port” window.
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Once a connection has been made, you can optionally send data to or
receive data from the remote host. To do this enter the appropriate text
below ...

Send this text to the server ...

¥ Append CR/LFto the end of each command above
[~ Append an additional CR/LF to the end of the last command

Alert if a connection cannot be established or the following texd is
naot found within the server’s response ..
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Enter the name of the check you are defining.

Select the TCP/IP listen port you wish to monitor. This can be a “well known” or standard port from the list or
“(Other)” to enter your own custom port number.

Optionally enter any conversation data you wish to send and/or verify receipt of. For example, if you're
connecting to an SMTP server you may wish to verify that its initial response is as expected.

Click here for more information on specifying initial conversation data.
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e Click “Response” to define any automatic action you wish Sentry-go to take in the event the check fails.
These settings include ...

o How many errors should occur in succession before action is taken.
o The auto-response the monitor should take, if any, if the check fails.
o Click here for more information on defining automatic responses.

o Click “Alert” to define the alert that should be triggered in the event the check fails. This includes ...

Which group should be notified of the failure.
How members of the group should be notified.
When notifications should be run etc.

Click here for more information on defining alerts.

O O O O

More Information
If you need more help or information on this topic ...

See Monitoring TCP/IP Ports & Windows Firewall.
Contact our Support Team.

Watch demonstrations & walkthrough videos on-line.
Visit http://www.Sentry-go.com.
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