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Symbols

Thank you for choosing Sentry-go® as your monitoring solution for Windows. In this guide, the following symbols are
used to denote specific items ...

[B Important information which should be noted — it may affect what you are trying to do.
q} Additional information relating to the operation being described is shown.
Background

Sentry-go monitors run independently as a service on each server but can be controlled, accessed & configured
centrally using the Console. The Console is a client tool that can run on both the server & desktop PCs and provides
a powerful way of centrally managing your monitored environment.

Using the Console you can view the status of each monitor, view alerts in chronological order as they occur, access
web reports and view/edit configuration values across the environment. It can be run on either a single or multiple
desktops, for example across operations and the helpdesk etc.

This guide describes in detail each feature of the Sentry-go Client Console.

Introduction

The Sentry-go Client Console allows you to easily configure & monitor the results from the monitors running within
your environment - either running locally or on remote servers.

It is typically installed on one or more desktops - e.g. within a support team, operations, helpdesk or all three and can
be used to ...

Display alerts generated by Sentry-go in a central console window

Generate Console alerts when servers and/or monitors cannot be contacted or go off-line
Show the status of each Sentry-go monitor

Show the status of server connectivity

Give access to a Sentry-go’s integrated web report

Configure a Sentry-go monitor

Synchronise configuration settings from one monitor to another

Enable or disable monitoring of a local or remote Sentry-go monitor
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System Requirements & User Permissions

The Sentry-go Client Console can be run on any of the following Windows versions, in an environment where one or
more Sentry-go monitors are installed ...

Windows 2000
Windows XP
Windows Vista
Windows 7

Windows Server 2003
Windows 2008

User Permissions

In order to run certain functionality, it is recommended that you run the Console under an Administrators or equivalent
domain administrator’s account.

Sentry-go
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Running the Sentry-go Client Console

To run the Sentry-go Client Console, you can ...

e Click the shortcut placed on the desktop
e Click the shortcut placed on the taskbar's Start/Programs/Sentry-go menu
e Launch the application "goSVRPIlusConsole.exe" directly from within Windows Explorer.

Once run, the following window, which is split into 3 sections will be displayed ...

e The left hand window lists all Sentry-go monitors that are registered with the Console.
The upper right hand window lists of recent alerts triggered by these monitors.
The lower right hand window shows activity on the selected monitor, if requested. To start with this window
will remain empty. It is only populated when you connect to a monitor in order to view activity information.

ISEntrv-go Client Console

File View Reporting Tools Help
ol
Gy [Gm @+ Pal G 1% e B W B # M |+
Enable  Disable Add  Remove | Config Scan Alerts  Status Filter ~ Options Start Stop Solutions

-5 Server Date,Time Maonitor Mame Error
Status : Running _ il WALTON-64  04/11/2009 13:... Process Monitor  AntiVirus The process check Antivirus failed b...
OJS Version : Windows 2008, Vista or later (2 =k, wa ToN-64  04/11/2009 13:... EventlogMenitor Al Application E... Internal Configuration Error. Seniry-...
M"“%mr ”Ers'md’ 5': " Wl WALTON-64  D4/11/2009 13:.. ProcessMonitor  AntiVirus The process check AntiVirus failed b. ..
:10” gleasiﬁp atleu . ITT;;DE;;; z,?lzzngg 13 |EbwALTON-S4  04/11/2008 13:... EventlogMenitor Al Application E... Internal Configuration Error. Sentry-...
me oriast srror : el Wl WALTON-64  D4/11/2009 13:.. ProcessMonitor  AntiVirus The process check AntiVirus failed b. ..

4

Last Error Name : AntiVirus

E-48 Monitored Components

----- MNetwork Availability maonitoring
----- [:":_l Performance monitoring

Eg; Event Log & Log File monitoring
-5 Available Disk Space monitoring
" Windows Service monitaring

----- E Windows Process monitoring
% Printer & Print Queue monitoring
43 File & Directory monitoring
-85 TCP/IP Port monitoring

(&% HTML Availability monitoring
[ FTP Availability monitoring

---&2] E-mail Send/Receive monitoring
'@ Database Connection & Query monitoring
----- F S0L Server Lock monitoring
@ Script-based monitoring

Feeal Time Activity for the Sentry-go monitoring service on WALTON-64 (Connected)

04f11/09 13:28.04 [Database Monitor] Waiting for next check time in 20 seconds

041109 13:28.04 [Database Monitor] Retrieving status of blocked locks for connection Sentry-g...
04/11/09 13:28.04 [Database Monitor] Connecting to the database Sentry-go Mative Client
04/11/08 13:28.00 [Process Monitor] Waiting for next check time in 262 second(s), or trigger event

04/11/09 13:28.00 [Process Monitor] Checking the status of process AntiVirus

041109 13:28.00 [Process Monitor] Shadow Process Event triggered. A process has been starte. ..
04/11/09 13:28.00 [Process Monitor] Waiting for next check time in 262 second(s), or trigger event

041108 13:28.00 [Process Monitor] Checking the status of process AntiVirus

04f11/09 13:28.00 [Process Monitor] Shadow Process Event triggered. A process has been starte. ..
041109 13:28.00 [Process Maonitor] Waiting for next check time in 262 second(s), or trigger event

04/11/09 13:28,00 [Process Monitor] Checking the status of process Antivirus
04/11/08 13:27.55 [Network Monitor] Waiting for next check time in 30 seconds(s)
04/11/08 13:27.559 [Network Monitor] WALTOM-PDC responded OK

04f11/08 13:27.55 [Network Monitor] Attempting to contact WALTON-PDC. Running command C...

04/11/09 13:27.55 [Network Monitor] WALTON-CODE responded O

04/11/08 13:27.55 [Process Monitor] Shadow Process Event triggered. A process has been starte. ..
04/11/08 13:27.55 [Network Monitor] Attempting to contact WALTON-CODE. Running command ...

04f11/08 13:27.55 [Network Monitor] WALTOM-64 responded OK

04/11/09 13:27.59 [Network Monitor] Attempting to contact WALTOM-64. Running command CMD. ..
04/11/08 13:27.558 [Network Monitor] Checking the network availability of all servers on the network

04f11/09 13:27.55 [Performance Monitor] Waiting for next chedk time in 15 seconds
04f11/09 13:27.55 [Performance Monitor] Verifying performance data

a L
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Adding (Registering) a single Sentry-go monitor

Before a Sentry-go monitor can be referenced within the Console, it must be registered. When installing the monitor
itself, the Setup Wizard will automatically register the new monitor with the local Console which it also installs.

For other remote Consoles, or when a Console is installed later, you should register each monitor you wish to
reference.

q} A Sentry-go monitor need only be registered with a particular Console once. Its details will be saved
between sessions so don’t need to be added each time.

The monitor must be installed on each server be it can be registered with the Client Console.
If the port addresses are the same (recommended), you can register all your monitors at the same.
Once registered the Console will ...

Periodically check the status of the monitor

Check the availability of the server the monitor is checking
Receive & display alerts from the monitor

Allow you to configure the monitor

Allow you to access the monitor's web reports

Allow you to enable & disable monitoring

To register one or more Sentry-go monitor(s), select Add Sentry-go Monitor(s) from the File menu to display the Add
Monitor wizard. Alternatively, you can "Add" from the button bar. The following window will be displayed ...

-
'+Senrry—gc- - Add/Register Monitor

To accesz a Sentry-go Cuick Maonitor, simply register it by entering the requested
details below .

The monitar iz running on thiz zerver I |

The monitar's Console listen port iz : [1000

Start the monitor & verify settings : v

@ The ranitor rivst be installed on the target server before it can be added.
To find the port number, configure the the monitar locally & select the Settings tab.

Show Me ... | Help ... Regizter Multiple Monitors Cancel | Reqgizter I

If you wish to register a single monitor, you can do this easily from here. If you have a number of monitors to register
& you access them all using the same port number, you can register them all together by clicking the “Register
Multiple Monitors” button. See below for more details.

Sentry-go
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To register a monitor ...

e Enter the name or IP address of the server the monitor is running on, or click “...” to select it from a list of
available servers.

e Next enter the number of the port on which Sentry-go itself listens for web and/or Console requests.

\:) If you don’t know this number, you can find it by configuring the Sentry-go monitor & selecting
the “Settings” tab. The value will be recorded against the “The web server listens for requests
on port” option.

It is important that this value is correct. If it isn’t, the Console will not be able to contact the
Sentry-go monitor & alerts from it will not be received.

e Tick the “Start the monitor & verify settings” option to automatically start the monitor (if needed) and verify the
port number during the registration process.

Turning this option off will register details without performing any checks. If the port number is
incorrect, access will be unavailable, even though the registration process itself will succeed.

e Click Register to continue. The Console will now attempt to register the monitor, displaying progress as it
proceeds. A summary will also be displayed ...

Sentry-go Client Console - Add Monitor(s) - Step 2 of 2

'+Senrr}r—go - Add/Reqgister Monitor

Frocezsing complete. The following results were returned .

[mitializing the Wizard - pleaze wait ..

------------------------ Processing server walkon-Bg ------ceeeeememeeee
Reqistenng server walton-64 ..

Connecting to zerver walton-64, pleaze wait .

Starting the Sentry-go Monitoning service on walton-64. Please wait ...
Sentp-go s now running ...

Connection eztablished, registering server ..

------------------------ Proceszing Complete, 1 server(s] added -----rmmeeeremeeeees

@ Depending on the number of monitors being added and the curent netwark. speed, this may take a few minutes
to complete.

Cloze |

Sentry-go
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Adding (Registering) multiple Sentry-go monitors

To quickly register a number of monitors with the Console — e.g. for the first time, click the “Register Multiple
Monitors” button to display this window ...

-
'+Sem‘:}f—go - Add/Register Monifor

To register one ar mare monitors, please select the server(z] from the list below .
WL TOM-64

Select Hone | Select All

The monitar's Congole lizten part iz ; I‘I Qo0

atart the manitar & verify seftiings - [#

'@ The monitar muzt be installed on the target zerver before it can be added.
Ta find the port number, canfigure the the manitar locally & zelect the Settings tab.

Yw'hen adding multiple monitorz, each one must be configured to uze the zame port
nurmber. IF a manitar iz ot wging the above port number, it will be inacceszible fram
the Conzole.

Show Me . Cancel | k. I

From here ...
e Select all the servers you wish to register.
e Next enter the number of the port on which Sentry-go itself listens for web and/or Console requests.
\:Q If you don’t know this number, you can find it by configuring the Sentry-go monitor & selecting
the “Settings” tab. The value will be recorded against the “The web server listens for requests

on port” option.

Monitors on each selected server must be configured to use the same port no. If they don't,
repeat registration using the appropriate number.

It is important that this value is correct. If it isn’t, the Console will not be able to contact the
Sentry-go monitors & alerts from them will not be received.

Sentry-go
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Tick the “Start the monitor & verify settings” option to automatically start the monitor (if needed) and verify the
port number during the registration process.

Turning this option off will register details without performing any checks. If the port number is
incorrect, access will be unavailable, even though the registration process itself will succeed.

Click Register to continue. The Console will now attempt to register each monitor, displaying progress as it
proceeds. A summary will also be displayed ...

Sentry-go Client Console - Add Monitor(s) - Step 2 of 2

'+Senrr}r—g0 - Add/Reqgister Monitor

Frocezsing complete. The following results were returned .

[mitializing the Wizard - pleaze wait ..

------------------------ Processing server walkon-Bg ------ceeeeememeeee
Reqistenng server walton-64 ..

Connecting to zerver walton-64, pleaze wait .

Starting the Sentry-go Monitoning service on walton-64. Please wait ...
Senty-ga is now rinning ...

Connection eztablished, registering server ..

------------------------ Proceszing Complete. 1 server|s] added -----remeeeeremeeeees

@ Depending on the number of monitors being added and the curent netwark. speed, this may take a few minutes
to complete.

Cloze |

Sentry-go
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The Main Console Windows

Once one or more Sentry-go monitors have been registered, they will be listed on the main window. As stated earlier
& shown below, the window itself is split into three sections ...

e 1. The left hand window shows all registered Sentry-go monitors and highlights their current status etc.

e 2. The upper right hand window lists all recent alerts generated by these registered Sentry-go monitors since
the Client Console was started, up to a configured maximum.

e 3. The lower right hand window is used when you request a Current Activity display from one of the registered
monitors. See “Real time Activity Display” below.

Sentry-go Client Console

Eile View Reporting Tools Help

A Gm | G+ K

Emzble  Disable Add  Remove

v oo

Filter ~ Options

e 2

Start Stop

&

Solutions

E}‘&/‘@ W

Config Scan Alerts  Status

Server Monitor Name Error

tatus : Running i 04/11/200% 13:... Process Monitor AntiVirus The process check AntiVirus failed}
/5 Version : Windows 2008, Vist OMN-64 04/11/2009 13:... Eventlog Monitor Al Application E...  Internal Configuration Error. Sentry-...
Monitor Version : 5.0 BwALTON-54  04/11/2002 13:... ProcessMonitor  AntiVirus The process check AntiVirus failed b. ..

[ Config Last Updated : November 04, 2003 WALTON-64  04/11/2009 13:... EventlogMonitor Al Application E... Internal Configuration Error. Sentry-...

Time of last Errar : 04_“_ 1/2009 13:27:22 |V ALTON-64 04/11/200% 13:... Process Monitor AntiVirus The process check AntiVirus failed b...
Last Error Name @ AntiVirus

]
EI"@ Monitored Components
----- §5 MNetwork Availability monitoring
----- 5 Performance monitoring
I% Event Log & Log File monitoring — -
=2 Available Disk Space monitoring eal Time Activity for the Sentry-go moni
04/11/09 13:29.30 [Netwo) r| Waiting for next check time in 30 seconds(z)
041109 13:29.30 jork Monitor] WALTON-FDC responded O
. . o 0411/09 13: [Network Menitor]  Attempting to contact WALTON-PDC. Running command C...

& Printer & Print Queue monitoring #9.30 [Network Monitor] WALTON-CODE responded OK )

-4 File & Directory monitoring .30 [Metwork Monitor] Attempting to contact WALTON-CODE. Running command ...

- B TCPJIP Port monitoring .30 [Network Monitor]  WALTON-64 responded OK

ilahili i .30 [Metwork Monitor]  Attempting to contact WALTON-64. Running command CMD. ..
[ FTP Availability monitoring 04/11/09 13:29.30 [MNetwork Monitor] Checking the netwark availability of all servers on the network
&2 E-mail Send/Receive monitoring D4§1 IJ{SQ 13:29.25 [[Eerffgrmance Monib:r% \"Iai:’:g for nfeoxt d1eckc1|jme in 15 seconds
. . 04/11/09 13:29.25 [Performance Monitor] Verifying performance data
? Egtl_az:::;tzx:gggﬁzew meritofinc 04/11/09 13:29.25 [Performance Monitor] Retrieving performance data from Windows

04/11/09 13:29.24 [Database Monitor] Waiting for next check time in 20 seconds
@ Script-based monitoring 04/11/09 13:29.24 [Database Monitor] Retrieving status of blocked locks for connection Sentry-g...
04/11/09 13:29.24 [Database Monitor] Connecting to the database Sentry-go Mative Client
04/11/09 13:29.23 [Print Server Monitor] Waiting for next check time in 30 seconds, or eventto b...
4/11/05 13:29.23  [Print Server Monitor]  Verifying printer /print queue status
.23 [Print Server Monitor] Performing periodic scan 3
[Performance Monitor] Waiting for next check time in 15 seconds

[Performance Monitor] Verifying performance data
[Performance Monitor] Retrieving performance data from Windows
rmance Monitor]  Flushing the performance optimiser cache
itor] Waiting for next chedk time in 20 seconds

- Windows Service monitoring
----- m Windows Process monitoring

[N

Ra

04/11/09 13:29.10
| | l|o4/1109 13:20.04 pata

N Kl
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Monitor Status

The left hand window lists all registered servers/monitors. It also shows information about the monitor including an
icon used to show its current status. Expanding the information further, by clicking on the "+" icon shows other details,
including the actual status of the item. The following status can be shown ...

% One or more monitors in the group have generated an alert in the last configured no. minutes.

f5 | The monitor has generated at least one alert in the last configured no. minutes.

E_!J One or more monitors or servers in the group is either stopped, is not accessible over the network
or for some reason cannot be contacted - e.g. Console support has been disabled. No alerts will be
received from those monitors.

£% | The monitor is not running (is stopped), is disabled, cannot be accessed across the network or for
some reason cannot be contacted - e.g. for security reasons, the monitor has been configured not
to respond to Console requests. The server itself, however, is available. No alerts will be received
from this monitor.

72, | One or more servers in the group cannot be contacted across the network from the local PC. The
monitor(s) running on them may or may not be running. No alerts will be received.
E | The server machine on which the monitor should be running cannot be contacted across the

network from the local PC. The monitor may or may not be running. No alerts will be received by the
Console.

% The status of one or more monitors is currently unknown. This is shown when the application is first
started and the system has not yet contacted the monitor. It is also shown initially when a new
monitor is registered with the Console.

& | The status of the monitor is currently unknown because it has yet to be contacted - e.g. the
application has just been started or the monitor has just been registered.

One or more monitors in the group cannot be accessed because you do not have permission to
access it. Specifically, the IP address of the PC running the Console is not allowed to access one or
more monitors registered.

ﬁ? The monitor cannot be accessed because you (your PC) does not have permission to access it.
Specifically, the IP address of the PC running the Console is not allowed to access the monitor. By
default, a Console running from any IP address can access Sentry-go. However, if web security has
been enabled, the Administrator must configure Sentry-go and add the IP address (or range) of the
local PC in order to allow access.

25, | Allis well. All monitors in the group are running and have not generated any alerts in the last
configured no. minutes.

fl | The Sentry-go monitor is running and has not generated any alerts in the last configured no.
minutes.

Checking the Status of Each Monitor
The status of each monitor & server connection is checked automatically by the Console at regular intervals and the

display updated accordingly. You can, however, force the status to be checked by selecting File/Check Status of all
Monitors Now" from the menu (or "Scan" from the button bar).

Sentry-go
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Monitor/Server Properties

The left-hand status list can be expanded to a single level, showing all monitors/servers or collapsed from the "View"

menu

. When fully expanded, the following properties are shown for each Sentry-go monitor ...

The monitor's current status

The last time a configuration change was made to the monitor
The last time an alert was generated by the Sentry-go monitor
The title of the last alert that was generated by the monitor
The O/S & version on the target server

The Sentry-go monitor version

The monitoring components currently enabled for the monitor

Right clicking over a server displays a popup menu allowing you to perform the following ...

Configure [Local]
Monitor ...

Click here to configure the selected Sentry-go monitor, either locally or
remotely. From here you can change all aspects of the monitor's settings.

Copy/Synchronize
Sentry-go Settings

between Monitors ...

Runs the Copy Configuration Wizard which allows you to copy one or more
selected groups of settings from this monitor to one or more other registered
monitors.

Edit registered Port
Number ...

If the monitor cannot be contacted this option is enabled. It allows you to
change the port number that the Console will attempt to contact the selected
Sentry-go on.

Display Monitor’s
Recent Alerts ...

Select this option to launch your desktop browser to display the selected
monitor's "Recent Alerts" web report.

Display Monitor’s
Current Status ...

Select this option to launch your desktop browser to display the selected
monitor's "Current Status" web report.

Display Monitor’s
Report Menu ...

Select this option to launch your desktop browser to display the selected
monitor's "Home " page. From all other available reports can be accessed.

Enable Sentry-go
Monitor

Select this option to enable monitoring.

Disable Sentry-go
Monitor

Select this option to disable monitoring. The service will continue to run, but
monitoring will not be performed.

Start/Stop the

Monitoring Service ...

Select this option to start or stop the target local or remote monitoring
service.

Sentry-g
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Display Monitor’s
Activity

Select this option to connect to the associated Sentry-go monitor and display
real-time activity information from it. Activity details are shown in the lower
right hand window. You can use this option to see exactly what Sentry-go is
doing in real-time.

Stop Displaying
Monitor’s Activity

Select this option to disconnect from the associated monitor and stop the
display of real-time activity information.

Request Summary
Status E-mails

Select this option to request that the target monitor sends its summary e-
mails to those configured to receive it. This is an interim e-mail; the standard
summary e-mail is sent after midnight each day.

Display monitor’s error
log ...

Requests and displays the target monitor’s error log file. This log file holds
internal & diagnostic messages.

Display monitor’s
diagnostic log ...

Requests and displays the target monitor’s diagnostic log file. This log
contains information relating to checks & alerts that have failed since the
monitor was started.

Manage Licence
Components ...

Displays the Licence/Component Manager, allowing you to add or remove
monitoring components from the selected monitor.

Remove the Sentry-go
Monitor

Select this option to un-register the monitor from the Console display. Once
removed, the status of the monitor and/or alerts generated from it will no
longer be displayed.

Sentry-go

TRRRAL




Starting/Stopping the monitoring service

The Sentry-go monitor itself runs as a Windows service which typically starts automatically when the server is booted
and continues to run until the server is shutdown. To start & stop the monitor, you can either use the Windows
Services application in from Administrator Tools or Windows Control Panel, or start/stop it from within the Client
Console.

To do this, highlight the monitor & select “Start/Stop the Monitoring Service ..” from the menu. The following window
will be displayed ...

2+ . .
' Senlry-go - Control Monitor Service

Sentry-go server-based monitoring uses a Windows service to provide
monitoring, alerting & web reporting. The following options allow you to
control the status of this service ...

Server Name :  WALTON-04
Start type :  Manual (recommended start-type is automatic)

(]
Current Status : %9 Running

Stark I Stop Close

From here you can ...

The monitoring service’s current operating status
Start the monitor if stopped
Stop the monitor if started

Determine the “start-up” setting for the monitor (configured by the Setup Wizard and updated through
Windows Services).

Sentry-go
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Real-time Alerts List

The upper right hand window provides an easy and uniform way of displaying alerts generated by any registered
Sentry-go monitor. When an alert is received, it is added to the top of the list. If more than the configured maximum
number of alerts have been listed, the oldest are automatically deleted from the bottom of the list as new ones are
added.

Right click in this window to clear the current list of alerts or view more details on a specific alert.

Displaying More Information on an Alert

To view full information on alert, simply double-click the entry in the Alert list. A window, similar to this will be
displayed, showing you the server name, the reporting monitoring component, the date/time the alert was raised, the
check that was triggered and the alert text that associated the error ...

More Information on Sentry-go Alert |

'+Senny—go - More Alert Information

Alert generated from ;. WALTOM-E4

kanitor Compaonent ;. Process Monitor
Detected on: 041142003 132722
Check Mame : Antivins

Alert Meszage Test ...

The process check Anthiruz faled becauze at least 1 copies should be running. Mo copies ;I
are currently running. Further investigation iz now required ..

[

[f the complete meszage test is boo long to be dizplayed, click 'Recent Alertz' to access the
full mezzage from the web repart.

Fecent dlertz .. | Show Solutions ...

q) Messages detailing corrective action automatically taken by Sentry-go (auto-responses) will also be
shown

From here you can also ...
e Access the Recent Alerts web report from the given server to see if other similar errors have occurred.

e Access the Sentry-go Solutions web site for more information and possible solutions to the problem being
reported in the message.

Sentry-go
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Real-time Activity Display

The lower right hand window allows you to display real-time status information on a selected Sentry-go monitor. It
allows you to view the checks and actions being performed by the Sentry-go monitor in near real-time ...

'SEntr\(—go Client Console

File Wiew Reporting Tools Help
= o]
A G0 & X | B | & & % | Y & | 2 H &
Emable  Disable Add Remove Config Scan Alerts Status Filter ~ Options Stark Stop Sajutions
B- WALTON-64 Server Date/Time Monitor MName Error
! Status : Running _ ALTON-64  04f11) AntivVirus fH——————— i —————-——
O/S Version : Windows 2008, Vista or later (2 |[Eb, v TON-64  04/11/2009 13:... EventLog Monitor All Application E...  Internal Configuraton Error. Sentry-...
M°”:°r Vers"’”d’ 5'3 A @ wALTON-64  04/11/2008 13:... ProcessMonitor  AntiVirus The process check Antivirus failed b...
: _IC_E’” d leastLép ahlem' f’:;’;j&g;;;;’? fgg 13 |k, WALTON-64  04/11/2009 13:... EventlogMonitor All Application E... Internal Configuration Errar. Sentry-...
&; me oriast Brror : - o !WAL‘I‘ON-@} 04112009 13:... Process Monitor Antivirus The process check Antivirus failed b...
Last Error Name : AntiVirus
El-488) Monitored Components
},_5 Netwaork Availability monitoring
F’:_l Performance monitoring
|5k, Event Log & Log File monitoring — - > m
59 Available Disk Space monitoring Real Time Activity for the Sentrmn WALTON-54 {Con | -
" Windows Service monitoring 04/11/09 13:30.31 a tw"c:rk :oniaq ::}':if%p:?;ggxt ched; h;nai(n 30 seconds(s)
...\l wWindows Py itari > g ETNOrK Manitar responde
P !nb:“; Prloiess mon r",E . [Metweork Monitor]  Attempting to contact WALTOM-PDC. Running command C...
=3 Printer &Print Queus manitaring [Network Monitor]  WALTON-CODE responded OK
423 File &Directory monitoring [Metwork Monitor]  Attempting to contact WALTON-CODE, Running command ...
--B55 TCP/IP Port monitoring 04/11/09 13:30.31 [Network Monitor] WALTON-84 responded OK
@ HTML Availability monitoring 04/11/09 13:30.31 [Network Monitor] Attempting to contact WALTOM-64. Running command CMD. ..
[ FTP Availability monitoring 04/11/09 13:30.31 [Network Monitor]  Checking the network availability of all servers on the netwark
&2 E-mail Send/Receive monitorin 04/11/09 13:30.25 [Performance Monitor] Waiting for next check time in 15 seconds
- o1 04/11/09 13:30,25 [Performance Monitor] Verifying performance data
Datab C tion & o
@ SaL Sase tn;fc onh Quer monitanng 04/11/09 13:30.25 [Performance Monitor] Retrieving performance data from Windows
- Q_ erver Lock manitaring 04/11/09 13:30.24 [Database Monitor] Waiting for next check time in 20 seconds
% Seript-based monitoring 04/11/09 13:30.24 [Database Monitor] Retrieving status of blocked locks for connection Sentry-g...
04/11/09 13:30.24 [Database Monitor] Connecting to the database Sentry-go Mative Client
04/11/09 13:30.23 [Print Server Monitor] Waiting for next check time in 30 seconds, or event to b...
04/11/09 13:30.23 [Print Server Manitor] Verifying printer/print queus status
04/11/09 13:30.23 [Print Server Monitor] Performing periodic scan
04/11/09 13:30.10 [Performance Monitor] Waiting for next check time in 15 seconds
04/11/09 13:30,10 [Performance Monitar] Verifying performance data
[Performance Monitar] Retrieving performance data from Windows
04 [Database Monitor] Waiting for next check time in 20 seconds
Al | LI [Database Monitor] Retrieving status of blocked locks for connection Sentry-g...
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To view real-time activity, select the appropriate monitor from the list (in the left hand window) with the right-hand
mouse button to display its menu, then select the “Display Monitor’s Activity” option. To view full information, double

click the entry ...

More Information on Activity Message |

'+Sem‘ry—g0 - More Activily Information

Time Recorded :  04,/11/03 at 13:30.44

Logging Component :  Databaze Monitor

Logged Meszsage Test .

Retnieving status of blocked locks for connection Sentry-go M ative Client
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Taskbar Alerts

In addition to the main window, the Console places an icon into the system area of the task bar. From here, the
taskbar popup window can be shown, allowing you to be alerted to issues when they arise, without needing to view or
watch the main Alert window.

Depending on the settings selected under “options”, a small scrollable window similar to the one below will be
displayed in the bottom right hand corner of the screen, each time an event occurs ...

L]
'+Senrry—gﬂ Alert!

Server | WALTON-54
Alert . Antivirus

Text : The process check Antiirus failed
because at least 1 copies =hould be
running. No copies are currenthy
running. Further investigation is now
required ...

Show Solutions to this Error

Showe Alerts from Monitor
Close

When this window is displayed you can ...

e See the current server, alert generated and the alert message text

e Access the Recent Alerts web report for the monitor generating the alert (e.g. in order to
view other recent alerts)

e Access the Sentry-go Solutions web site for more information and possible solutions to the problem being
reported in the message.

e Close the window. If you do not close the window, it will be automatically removed after a short period of time.
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Filtering Incoming Alerts
By default, all alerts from each registered monitor that is accessible will be displayed in the right hand alert window.
However, there may be times when you wish to view only specific alerts - maybe to track specific problems that you

wish to monitor. To do this, click "Filter ..." from the Tools menu (or choose "Filter" from the button bar) to display the
following dialog ...

Sentry-go Cient Console -FiterAlerts |
2+ . _
' Sentry-go - Filter Displayed Alerls

The fallowing optiong allaw o ka filker Alerts that are dizplaved on the Conzale

— Filtering Options

Shiow Alertz fram this zereer - (FIES

Show the following : & Show all Alerts
™ Alerts with names containing the following test
i~ alertz that contain the following test

Cancel | ] I

From here you can filter which events are displayed by the Console & which are ignored. Filters are cumulative - you
can either filter on an individual item, or a combination of items ...
Show Alerts from this Server ...

By default, alerts from all registered monitors on all servers are displayed. To limit alerts being shown to alerts from a
specific server, select the server name from the list.

(i) This can be further refined with the next option.
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Show All Alerts

Displays all alerts of all types, no matter which one is triggered or the alert text shown.

Alerts with names containing the following text

Limits the alerts shown to only those who's check name contains the text entered in the field below. A full or partial

string or phrase can be included.

Alerts containing the following text

Limits the alerts shown to only those who's alert message text contains the text entered in the field below. A full or
partial string or phrase can be included.

Configuring Other Console Options

In order to further customise the settings used by the Console, click "Options ..." from the Tools menu (or choose
"Options" from the button bar) to display this window ...

R+
' Sentry-go - Client Console Oplions

The following optionz allow you to configure the Sentry-go Client Conzole ...

—dlerting

Q

Shova taskbar Alertz vahen .. The Conzole iz being displayed :

Shaw thiz no. lines in the activity lizt :
Show thiz no. lines it the alert list: |50
Show alert ztatus for thig no. ming. following an error

Scan monitorg every no. of seconds [30-600] :

The Conzole is minimised :
tonitors or zervers go off-line :

- E‘F‘F‘i

@

—web Report Access

Standard reports are accessed using the Sentip-go Desktop Browser,
Otkers use your desktop web brovezer.

L ze thiz web browser when accesszing web reportz
[specify path & filename] ...

| o 1ot |

¥ Use the default web browser

Cancel | Ok, I
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From here you control different aspects of the Console and how it behaves ...
Show this no. lines in the activity list ...

This number specifies how many entries will be displayed in the real-time activity list before older ones are discarded.
By default, up to 500 entries will be displayed.

Show this no. lines in the alert list ...

This number specifies how many alerts will be displayed in the main Console window before older ones are
discarded. By default, up to 500 messages will be displayed.

Show alert status for this no. mins. following an error

When an alert is received, the appropriate monitor's status in the left hand status is updated to reflect that an error
was detected. After this, if no other alerts have been received from the monitor after this no. minutes, the status
reverts back to OK.

Scan monitors every no. of seconds

This numeric value determines how often the Console will scan each registered monitor for it's current status.
(i) The lower the value entered here, the more often and therefore more accurate the status shown will be.
However, more network traffic will be generated with lower values (as the checks are performed more
often).

Show taskbar alerts when ...

These options determine when, if at all, the taskbar popup window should be displayed ...

e The Consoleis being displayed.

Select this option to show taskbar alerts when the main window (incl. alert list) is being shown.
e The Consoleis minimised.

Select this option to show taskbar alerts when the main window (incl. alert list) is minimised.
e Monitors or servers go off-line.

Select this option to show taskbar alerts when the status of a server or monitor goes from available to
stopped/not available etc.
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Use this web browser ...

This setting allows you to determine which web browser the Console will use when a web report is accessed. If
specified, the value here should be the full path & filename of your chosen browser. If you wish to use the desktop’s
defined default browser, you can leave this value blank.

Use the default web browser

Tick this option to use the desktop’s default web browser. When enabled, the Console automatically determines the
browser to use and launches it along with the web report.

The Taskbar Icon & Menu

When running, the Console places an icon in the system tray of the taskbar ...

@)z

From here you can access the taskbar menu by clicking the icon with the right mouse button, or display the main
Console window clicking the icon with the left mouse button.
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The Taskbar Menu

The following options are available from the taskbar menu.

Select this ...

About ...

Show Console

Filter ...

Options ...

Exit Console

To do this ...

Displays version information on the Sentry-go Client Console.

Displays the main window if minimised.

Displays the “Filter” window. From here you can limit the details displayed on the

Alerts window.

Shows the “Options” window. From here you can customise Console, including

taskbar options.
Closes the Sentry-go Client Console.
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Adding & Removing Monitoring Components/Licences

Sentry-go is a plug & play monitoring solution, allowing you to purchase and install only the monitoring components
required to monitor the software & systems on a specific server. If you purchase a dedicated Quick Monitor, it too
uses the same approach, although it comes with a single licence enabling all the functionality required for that monitor
to operate.

Before Sentry-go will run, one or more licences must be installed in order to enable the appropriate monitoring
functionality. Once installed a component can either be removed — e.g. to use the licence on another server, or new
additional licences added — e.g. to add more functionality to the monitor.

Disk Space

Quick
Web Sites SQL Server

Disk Space

E-mail

Disk Space

Services
Network

Files

PEVEIERES

Databases SOL Blocking

Printing

Log Files

+

SQL Blocking

Sentry-go Plus! Components

Sentry-go Quick Monitors

Sentry-go
Monitoring System

Log to file or database

Auto-response, alerting, web
reporting & solutions

Components & Licences
To enable monitoring functionality, you simply add one or more licences to the monitor. Quick Monitors come with a

number of components built-in to a single licence; Sentry-go Plus! components provide licencing for an individual
monitoring function.
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Managing Components/Licences

To view existing licences, or to add or remove licences from the server, select the Sentry-go monitor from the list,
right click and select “Manage Licence Components ...” from the menu. The following window will be
displayed ...

Manage Monitoring Components |

-
'+Senrry—go - Component/Licence Manager

The Senty-go manitar allovws you ko kailar your 2alution by adding ar remaving manitaring components, You can
wiew, add or remove components uzing the options below .

@ R emoving a component means that the licence will be available for another zerver. Howewer, monitaring by
that component will be stopped on the local machine and any settings lost.

Y'ou can easily add new monitoring options by purchaging the appropriate licence. To da this, or to add an
exizting you already have to thiz zerver, simply click the Yhdd' button below,

— Manage Components

The following components are currently installed ...

Licence | M. | Type |
Printer tMonitoring Component

Server Monitoring Package

SOL Server Monitonng Package

15 web Monitoring Package

15 ‘wieb Monitoring Package

SOL Server Manitaring Package

Server Monitoring Package

File & Prirt Monitoring Package

— L =L L

F'urchase...l Remove | Add .. |

Help | Cancel | [ |

From here you can see any existing licences, the number of concurrent copies they support & the monitoring cover
they provide.

[B It is against the software’s licence agreement to run more copies of a monitoring component than you
have purchased. If you need to run additional copies, these can be purchased on-line, from 3Ds (UK)
Limited or from your software reseller.

Functionality may be impaired or disabled if you attempt to run too many copies without a valid
licence.

Quick Monitor licences cannot be split. The removal or relocation of a Quick Monitor licence will
transfer all related monitoring components with it. Sentry-go Plus! licences which have been installed
alongside a Quick Monitor on the same machine will not be affected, unless specifically removed or
relocated.
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Purchasing New Components/Licences
You can purchase new Sentry-go monitoring licences using one of the following methods ...

e Online at http://www.Sentry-go.com/buy-now.aspx (or click “Purchase ...” from the “Add Component” window
shown below)

This is the quickest way of purchasing licences using a debit or credit card using our secure payment
provider. Your new licences will then be e-mailed directly to the address provided getting you up and
monitoring in the quickest possible time.

e Using a Purchase Order
You can also use a PO to purchase software, products & upgrades direct from 3Ds (UK) Limited.

e Through your software reseller

Alternatively you can purchase Sentry-go licences through your software reseller.

Adding New Components/Licences

Once you have a new licence key, you will need to add it to the Sentry-go monitor(s) that need to implement the new
functionality.

[I} In most cases no software upgrade will be required when adding licences.

However, if the licence includes monitoring functionality that is only available in a newer release of the
monitor, simply run the Setup Wizard and select “Upgrade” instead of following the steps below.
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To add a new licence to an existing installation, click “Add ...” from the Component List window above to display the

following ...
Add Monitoring Components |

-
'+Senrry—go - Add Component Licence

Thank pou for choozing Sentry-go az your monitonng solution. The monitor i a
component-based system, allowing you to add features az and when you need therm.
To add one or more components, simply enter the appropriate licence key below .

Y'ou can view and purchase additional monitonng components on-line by clicking the
'Purchaze' button below, or by contacting pour reseller.

Company/Organization Mame ..

5D s [UK] Limites \

Flease enter vour new licence key belaw . >

From here, simply enter the new licence and click OK. The licence will then be validated and applied to the selected
monitor.

4} Ifthe licence check fails ...
e Verify that you have entered the licence key correctly

o Verify that the company name shown corresponds exactly with the company name sent you're
your licence key. If it isn’t, please contact 3Ds (UK) Limited or your reseller.
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Removing Components/Licences

In some cases you may wish to remove (or move) a licence from a Sentry-go monitor. For example, if you move the
associated functionality from one server to a new one, you will probably want to ensure the appropriate monitoring
functions move with it.

To do this, highlight the appropriate licence and click “Remove” from the Component List above ...

Remove Sentry-go Monitoring Component |

-
'+Sem‘r}'—go - Remove Component/Licence

'ou can remove thiz component in arder bo uze the icence with a Sentre-go monitor ok
another machine. The licence key you will need iz given below, We recommend pou save
thiz For later uge ..

Continuing ta remove thiz companent il
be unavailable and zettings remoy:

Thiz iz the licence key you are remdving :

mponent or Cancel bo quitW

Help | Cancel | k., I

Click. OF. ta continue remaoving thiz monito
any changes.

This window confirms that you are about to remove a licence and gives you the opportunity of copying the licence
string itself for use elsewhere — e.g. added to another monitor. Click OK to remove the component.

[I} Clicking OK on this window will remove the licence. Please note ...

e You can only remove a complete licence. If the licence includes multiple monitoring options —
e.g. a SQL Server monitoring licence, all associated functionality will be removed.

e Configuration options on the local server linked to the licence will be removed & become
unavailable.

e The monitor will no longer monitor the components covered by the licence on the local
server.

In order to re-use the licence, please keep the string safe so it can be installed on another server at a
later date.

Configuring Sentry-go

Configuring a Sentry-go monitor using the Client Console is easy. Simply highlight the monitor in the left hand status
window and right click. Then select, "Configure Server" to retrieve & display the display the appropriate configuration
information.

From here you configure all aspects of the monitor. For more information, please refer to the appropriate help file for
the monitor being configured.
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Copying Configuration Settings to Other Monitors & Servers

By design, Sentry-go is predominantly a standalone application, designed to run and work independently on its
respective machine. As such, each monitor has its own local configuration.

However, there may be times when you wish to synchronise or copy some or all settings from one monitor to another
- e.g. if you have set up one and wish to duplicate the alert and check settings to other monitors running similar
environments.

o

Always bear in mind file paths & locations must be accessible from the target monitor(s) when copying
configuration settings from one machine to another.

Also ...

The Sentry-go monitor must be installed & running on the targ
configuration settings can be copied to it. If the server is off lin
cannot be copied.

et machine(s) before
e or unreachable, settings

Licence, security and general path information is not copied by the wizard.
The wizard removes (overwrites) existing settings (for those areas being copied) before
applying new settings. Care should be taken when selecting the monitor(s) you wish to copy

settings to.

To run the Wizard, select the source monitor (the monitor containing the configuration you wish to copy) in the left
hand status window, click the right mouse button and select "Copy/Synchronize Sentry-go Settings Between
Monitors”

When selected, the following window will appear, showing you each enabled option for the selected (source) monitor

-
'+Senrry—g0 - Copy Configuration Settings

b

option below,

@ The Sentry-go monitors must be registered with this Client Consale in arder to synchionize settings

between them.

Pleaze tick the setting(z] you wish to copy from this server, then click Mest .

Configuration, monitaring & alert options are stored locally on the server running the Sentry-go monitar. However,
wou can copy zome or all of theze between one o more monitors in order to sunchronize settings. using the

D%f-\lerting Settingz, including e-mail. network, meszage. alert soripts ete,
[ Perfarmance manitaring

El 0nHe Query monitoring
O Fiinter & Print Sueue monitoring

O%2 &wvailable Disk space monitoring

D@Q Ewent Log & Log File monitoring
O=Email Send/Receive manitoring

& windows Service monitoring
DHWindows Proceszsz monitoring

&3 HTML Cantent maritering
DE:_EWindows Firewall & TCPAP Port monitaring
O FTP &vailability maritaring

O 7 S0OL Server Lock maritaring

M5 File & Dirertarn moritarine

Help |

Cahicel |

|»

=i
<- Hack | Mewut -» I

From here select (tick) each option you wish to copy settings for. Any section left un-ticked will not be copied by the

Wizard.
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Once you have defined the settings you wish to copy click Next, to show the server list. This will list all registered
monitors that are currently available (running) and capable of receiving the options selected previously. Simply
highlight each monitor you wish to transfer settings to, then click Next.

[B The servers that are listed will depend on the following factors ...

e There must be a Sentry-go monitor installed & registered within the Client Console
e It must be running and reachable across the network
e It must be configured to monitor all the items selected for copying

If the target monitor only supports some, but not all selected monitoring options, it will not be
included in the list. In this case select only the items it can support in order to copy them.

The wizard now has all the information it needs to transfer the selected information to the target machine(s) or

monitor(s). You will first be prompted to confirm you wish to copy configuration settings then, if accepted, the wizard
will perform the copy.

Depending on how many items and servers were selected, the transfer may take a few seconds or a few minutes to
complete. Status messages will be written to the results window as the copy progresses.

4} Errors will also be shown in the results window — e.g. if the server is offline or cannot be reached over the
network.

Once the results have been reviewed, click Finish to close the Wizard.
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The Console’s Main Menu

The following options are available from the menu at the top of the main Console window.

Select this ...

File | Enable Sentry-go
Monitoring (Enable)

File | Disable Sentry-go
Monitoring (Disable)

File | Start/stop the Monitoring
Service ...

File | Stop Showing Monitor’s
Activity ...

File | Request Summary Status
E-mails ...

File | Display the Monitor’s
Error Log ...

File | Display the Monitor’s
Diagnostic Log ...

File | Add Sentry-go Monitor(s)
(Add)

File | Remove Sentry-go
Monitor (Remove)

File | Manage Licence
Components ...

File | Configure Sentry-go
Monitor (Config)

File | Copy/Synchronize
Settings Between
Sentry-go Monitors ...

File | Show Monitor’s Activity ...

To do this ...

Enables monitoring functionality on the selected Sentry-go monitor.

Disables monitoring functionality on the selected Sentry-go monitor.

3 The underlying service continues to function, but monitoring is disabled.

Starts or stops the Sentry-go monitoring service.

Select this option to connect to the associated Sentry-go monitor and display
real-time activity information from it. Activity details are shown in the lower right
hand window. You can use this option to see exactly what Sentry-go is doing in
real-time.

Select this option to disconnect a previously connected real-time activity
session.

Requests the monitor to send an interim summary e-mail to any address
configured to receive it.

Displays the monitor’s error log file. This contains internal & diagnostic
information.

Displays the monitor’s diagnostic log file. This contains information relating to
any configuration errors (monitoring or alert) that may have occurred since the
monitor was started.

Launches the Add Monitor wizard, allowing you to search for and/or register
monitors on the system.

Un-registers the monitor from the Console display. Once removed, the status
of the monitor and/or alerts generated from it will no longer be displayed.

Displays the Licence/Component Manager, allowing you to add or remove
monitoring components from the selected monitor.

Allows you to configure the selected Sentry-go Monitor.

\5) You can also configure an item directly by right clicking the component
in the component list (under the appropriate monitor) and selecting
“Configure”.

Allows you to copy the selected monitor's settings or alert settings to other
registered monitors.
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Select this ...

File | Edit Registered Port No ...

File | Check Status of All
Sentry-go Monitors Now (Scan)

File | Exit

View | Collapse
Monitors/Servers

Reporting | Display the
Server's Recent Alerts (Alerts)

Reporting | Display the
Server's Report Menu

Reporting | Display the
Server's Recent Alerts (Alerts)

Reporting | Display the
Server's Current Status (Status)

Reporting | Display the
Server's System Summary

Reporting | Display the
Server's Check/Alert
Diagnostic Log

Reporting | Display the
Server's Error Log

Tools | Filter (Filter)

Tools | Options (Options)

Tools | Export Diagnostic
Information

To do this ...

Available when the status of the monitor cannot be contacted, allowing you to
update the registered port number on which the monitor is listening for Console
TCP/IP requests.

Checks the status of each registered monitor and updates its status
accordingly. This check is performed periodically but can be manually initiated
with this option.

Closes the Sentry-go Client Console

Collapses the monitor/server list to show groups information only. The details
shown are dependent on the sort sequence specified under options.

Launches the Sentry-go Console Browser to display the selected monitor's
"Recent Alerts" web report.

Displays the monitor’s web report home page with your local web browser. All
reports can be accessed from there.

Displays the selected monitor's Recent Alerts web report.
Displays the selected monitor's Current Status web report.
Displays the selected monitor's System Summary web report.

Displays the selected monitor's Check/Alert Diagnostic Log which gives details
of any configuration errors detected etc.

Displays the selected monitor's Error Log, which shows information, warning &
error messages logged by the monitor.

Displays the filter window, allowing you to restrict the alerts received &
displayed on the alerts window.

Displays the Options & Settings window. From here you can control how the
Console behaves under different conditions, how information is presented etc.

Retrieves & displays diagnostic information on the local Sentry-go Monitoring
installation.

\1;" This is used for support purposes only. Details can be logged to a file,
which can then be forwarded to Technical Support etc. for further analysis
if required.
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Removing or Un-registering a Sentry-go Monitor

To remove a Sentry-go monitor from the Client Console, simply select it in the left hand status window, right click and
select "Remove Sentry-go Monitor" from the menu (or hit the Delete key). Once removed, no alerts will be received
from this monitor or displayed by the Console.

If a Sentry-go Monitor is Re-installed/Uninstalled

If a Sentry-go Monitor is removed and reinstalled on a server and its listening port number is changed, you will need
to edit the registration details within each Console. To do this ...

e Either remove and re-register the monitor

e Or, when its status is set to “not running”, right-click the monitor and select “Edit Registered Port No.”. You
can then enter the new port number assigned.

(T} If you do re-install a Sentry-go monitor on your server, it is recommended that the port number is kept
as previously configured — i.e. the new monitor uses the same number as the previous installation. If
you use a different number, each Client Console with which the monitor is registered will need to be
updated.
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More Information, Help & Support

More information can be found in the guides that accompany the Sentry-go software. You can also access the
following resources ...

e For the very latest information & product updates, please visit http://www.Sentry-go.com
e For sales advice, please e-mail Sales@Sentry-go.com
e For technical support, please e-mail Support@ Sentry-go.com
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