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Be Proactive, Not Reactive!

Alerts vs Responses

In general, a monitoring solution is designed primarily to continually or periodically monitor one or more aspects of your
server and alert you when an error condition is detected. These alerts may take many forms including network
messaging, e-mailing, SMS text messaging, printing/faxing or messaging via a 3 party solution.

However, there may be times when the more immediate requirement is to take corrective action based on a known
resolution. In this case the monitor itself performs an action automatically to attempt to resolve the issue itself. It then
checks to see if the resolution has been successful - based on the re-running of the original check.

Both of these options are available with Sentry-go. When a fault is detected, the monitor can either ...

e Take automatic action in an attempt to resolve the failure itself.

Automatic responses allow the monitor to take action itself, thus only informing the Administrator if the fault
cannot be automatically corrected. This is a powerful feature for issues that have a standard resolution.

\:Q The auto-response itself will depend on the check being performed — e.g. to restart a failed
service, removing temporary files to conserve disk space, deleting large prints from print
queues, terminating blocked or blocking SQL processes.

Following a response, Sentry-go will by default perform the check that previously failed again. If
it now succeeds, the response is considered successful. If not, an alert will be triggered.

You can also configure the monitor to alert you even when the response has resolved the
problem, thus showing you that a fault occurred but has been resolved.

Click here for more information on configuring automatic responses.

e Alert one or more administrators.
Alerts are typically triggered when a failure has been detected, in order to inform one or more Administrators
promptly and efficiently. They can use one or more different alerting methods, based on requirements and the
time of day etc.

Click here for more information on configuring alerts.

e Both of the above.
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Sentry-go%20-%20How%20to%20Configure%20Alerts.pdf
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About Alerts

Whereas responses are optionally run in order to take corrective action to a detected fault, alerts are triggered
when ...

e Afailure is detected, the required number of successive errors has been reached and no response has been
defined.

e Afailure is detected, the required number of successive errors has been reached and the defined response
could not be executed.

e Afailure is detected, the required number of successive errors has been reached and the defined response
ran but did not resolve the problem.

e Aninternal or configuration error occurs such that a check cannot be performed.

Alerts are defined in two parts ...

e Firstly you define the users that should be notified and/or the files/scripts that should be run when an alert is
triggered. This is done by ...

o Defining one or more “alert groups” along with their associated notification methods, users etc.
o Optionally defining one or more “system users” or “system scripts”.

e Secondly you assign an alert group to the check(s) Sentry-go is performing.

Click here for more information on configuring alerts.
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Alert Groups

Before you configure alert options, it is important to understand the concept of the “alert group” & “system notifications”.
Both are a fundamental part of the Sentry-go alerting mechanism & allow you to control who should be notified and
how they should be contacted when errors and/or system errors are detected.

Alert groups are numbered from 1 to 20 and are used to categorise/group alerts together. For example, you could
create alert groups for ...

Your System Administrators
Helpdesk personnel on call

DBAs (for database-related faults)
An out of hours support group
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Q When Sentry-go raises an alert, it can alert Administrators in one or more different ways. These notifications are defined below

— Sentry-go Alering
The following Alerts are cumenthy deﬂnmm amend these using the options below ...
File/Address /| MetGroup  \] Type | Notify
Yourlser 12345 end a network message All Times
E-mail @ ourComparmy 20 end an e-mail All Times
E-mail@YourCompary 20 Send an e-mail All Times

[ D:\ProgramData'Sentry-go MoMgri... 20 Run a VBSeript Al Times

O D:ProgramData"Sentry-go Monitor Run a VBScript All Times
O D:ProgramData®Sentry-go Monitori... 20 Run a WBScript All Times
O D:\ProgramData®Sentry-go Monitori... 20 Run a VBScript All Times
O D:ProgramData®Sentry-go Monitori... 20 Run a VBScript All Times
O D:ProgramData'Sentry-go Monitori... 20 Run a WBScript All Times
O D:\ProgramData®Sentry-go Monitori... 20 Run a VBScript All Times

Test ... Copy Delete Edit ...

— Message Text Ovemide

't:E For e-mail & networlc message Alerts, you can also ovenide the title & message texd by clicking here ... Advanced ... |

if

ok | Cancd | Hep |

Within these, you define which Administrators, notification actions and/or files are to be called when that particular alert
group needs to be notified of a fault.

q) An Administrator, notification action and/or file is always associated with at least one alert group. It can,
however, be associated with multiple groups as required.



Once defined, each monitored check is also associated with one of these alert groups — by default this will always be

alert group 1, but this can be changed when configuring the check. This is then called in the event the associated alert
is triggered.

x|
[Eb, Motify Administrator |A When to Notiy |

When an alert is triggered, Sentry-go will send an e-mail to the Administrator or user
defined below ..

== Send an e-mail to this address : |[SIE= 3y .com|

¥ Send config/system messages to this user
[~ Send a daily summary report ta this user
™ Connect using dial-up befors sending e-mail

g Send message from this SMTP Server

E-mail Server (SMTP) Name : IMySMTPSeNer

using port : |25

Send e-mail from : ISentry—go@Compaw.com

Add/Edit Monitored Disk x|  [Non-authenticated SMTP =]
52 Add/Edt Disk | 68 Schedule | 89 Response 1 Alett | SMTP Usgsef® Password :
Motify this user when ffis alert =
When an emor is detected & no auto+esponse is defined, or when | ﬁ f . i
the auto-response fails to resclve the fault, this alert wil be o e || 220 level(s) s tyagered - J
triggered ...

Boer alert based on this alert group ... \

Alert Group 1

hese contacts & alert scripts will be notified or run (saved entries shown

e | Alert Times

@ To edit the addresses, users or alert files/scrpts listed above, configure the alert
group selected

To do this, click the 'Alers’ tab from the main window. From here you can

create/edit alert contacts & assign them to one or more alert groups. ipts allow you ta run custom logic as well as include emor specfic information in your

ages. You can use them to run your own alerting logic as well as interface with

Alert groups can also be created & edited from the ‘Alerts’ tab. Unsaved al systems ...

contacts or scripts will not be listed above until saved.

en an alert is generated, the Sentry-go will compile the script, expanding any

ce-markers with emor-specific information automatically.
% Afterthe alert is triggered, do not run the check again for {mins) : |0

E er the full path and name of the file or script to run ...
0K Cancel | Help | ~ |C:"-.M0n fing“ScrptsiNotify SMS vbs _I

to the file or script ...

@ Notify this user when thfs alert
level(s)is tridgered

! [
Clear | Select Al |

oK | caneel | Heb |

In this example, our check is defined as triggering “Alert Group 1”. As both the e-mail and script are both defined as
being part of this alert group, the mail will be sent and the script run if the check fails.

q) If you don’t need different alert groups, simply apply all alerting options and checks to alert group 1.

You define alert groups on a per server basis. However, settings can be copied from one Sentry-go
monitor to others using the Sentry-go Easy Access Utility or the Client Console.



System Notifications

System notifications are generated when the monitor cannot perform a configured task. For example, if ...

A configuration option is not valid on the server
An error occurs such that the requested action cannot be performed

An associated task cannot be performed — e.g. web publishing cannot be performed because a connection
could not be established with the defined destination.

When a system notification is generated ...

You determine whether a user is notified and/or a script run in response to a system notification when you define the
individual alert user or script. They are defined in the same way other users/scripts but in addition to selecting alert

Details are sent to all Client Consoles registered with the monitor
Details are highlighted on web reports — e.g. the Recent Alerts report & Current Status reports
Details are logged within the Enterprise database, if configured
Users defined as System Users are natified

Files/scripts defined as System Scripts are run.

groups, you also indicate that it will accept system notifications.

For e-mails & network messaging alerts this selection is made as follows ...

Add/Edit Alert

£ Notify Administrator |i~, When to Notify |

When an alert is tiggered, Sentry-go will send an e-mail to the Administrator or user
defined below ..

= Send an e-mail to this a 55 I;’-‘-.-:Iministmtu:-r

B

[ Connect using dial-up before sending e-mail
% Send message from this SMTP Server ..

E-mail Server (SMTP) Name : I

using port : |25

Send e-mail from : I

Using : [Non-autherticated SMTP |
SMTP User : I Passwaord :I
@ Motify this user when this alett | Alet Group 1 -

level(s) is tiggered © | Alert Group 2
Alert Group 3
Alert Group 4
Alert Group 5

Alert Group & LI

Cear | Selectal |

ok | Cancel | Hebp




And for alert files & scripts, tick the following option ...

Add/Edit Alert x|

S Script/File Name | %\ When to Nty |

Scripts allow you to run custom logic as well as include emor specific information in your
messages. You can use them to run your own alering logic as well as interface with
extemal systems ...

‘When an alert is generated, the Sertry-go will compile the script, expanding any
place-markers with emorspecific information automatically.

gj Please enter the full path and name of the file or script to un ...
2y

A N

Pass these parameters to the file or scrpt ...

Download ... | Serpting Sizard ...

Con

using dial4p before running script
Run for config/system messages :

]ﬁ Motify this user when this alet | Alert Group 1

levelis)is tiggered : | Alert Group 2
Alert Group 3
AMert Group 4
Alert Group 5
Alert Group &
Alert Group 7 ;I

Oear | SelectAl |

ok | caced | Hep |

In most installations, at least one user/script will be configured to respond to system natifications. Users and scripts
can be a set up to be notified or run based on System errors, one or more alert groups, or both.



Alert & Notification Types

Sentry-go allows you to specify different types of notifications depending on your requirements.

Type

Description

Direct Notifications

Direct notifications allow you to notify a user directly, without the need to call a

script, batch file or executable. These include ...

e E-mail notifications.

This is a very common & popular choice for alert notifications, especially
out of normal office hours. Using e-mails, message can be received on a

variety of devices including mobile phones & pagers.

e Network messages.

If the user is logged on to the domain, the network message is often the
fastest way of notifying them of a detected failure. This option allows you

to notify a user by network message when an alert is triggered or
optionally when automatic action is taken to resolve a problem.

Implicit Script-based
Notifications

Some notifications are “implicit” scripts. These are selected just like other
options but automatically invoke the Scripting Wizard. This in turn requests
information before (implicitly) generating a script for you.

Welcome to the Sentry-go Scripting Wizard

B 30s (UK} Limited

i {% Seniry-go Scripling Wizard hitp #www. Sentry-go.com

% Welcome to the Sentry-go Scripting Wizard!

I order to complete the configured option, the Sentry-go Scripting ‘Wizard will generate
a new script, Thiz only takes a few moments and can be further customized if required.

Mo programming or scripting knowledge i required - the “Wizard will generate the script
for you bazed on the answers given on the following windows.

To continue, pleaze click 'Mext' ...

Canicel | <- Back |Next>

This script is then defined automatically to allow Sentry-go to run the associated

logic when required.

\5} No scripting knowledge is required, although you can further customise

the generated file afterwards if required.




Script-based (Alert Engine)
Notifications

The remaining notifications are script-based and provide the ultimate in flexibility.
With Sentry-go, script-based options are further enhanced by the “Alert Engine”,
an integrated part of the Sentry-go monitor. When a script-based notification is
called as a result of an alert being triggered, the file is first compiled and then
executed. This allows error-specific information to be included that would
otherwise be unavailable when the monitor is being configured.

Example scripts can be found on-line in the Sentry-go Scripting Library.

The files themselves are standard text files run through the appropriate
interpreter. However, they can optionally include one or more special place-
markers — formatted strings such as "<$$ERROR>" and "<$$SERVER>" which
are then expanded at runtime by the Alert Engine to include the actual error
message and server name prior to running the script.

Click here for more information on Sentry-go Place-markers.

Here is an example ...

Sentry-go Alert Engine Script to log alert information via a an
external LogInfo.exe routine.

See associated documentation for more details on how to specify
the information to send via this file.

Ve Local declarations ------
Dim strTextToSend

Vo Set up parameters ------
strTextToSend = "Error - <$$SERROR> on <$$SERVER>"
Set Shell = CreateObject ("WScript.Shell")

Ve Create & execute the target command ------
Shell.Run """c:\program files\Inhouse\LogInfo.exe""" """ g

strTextToSend & """, ,True

V- Cleanup ------
Set Shell = Nothing

Ve End of Script ------



http://www.sentry-go.com/sentry-go-scripting-library.aspx
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Script-based Notifications

In addition to scripts, other specially formatted files can also be processed by Sentry-go in order to make the required
notification.

Type Description

Standard Windows Batch file Defines a standard batch file containing one or more Windows commands,
external command-line utilities or other batch files as well as error-specific
information. Batch file are simpler than scripts & are best used when you wish to
run a series of commands that need little or no programmatic control. Batch files
are run through the Windows command interpreter (CMD).

i) Example files & scripts can be found on-line in the Sentry-go Scripting

Library.
VBScript or Windows Defines a VBScript or Windows Scripting Host file. Scripts provide greater
Scripting Host file programmatic control over batch files, but are more complex to develop,

requiring programming knowledge. Script files are run through the CScript
interpreter (e.g. a .vbs file).

\5} The Scripting Wizard can be used to generate scripts without the need
for programming or scripting knowledge.

Click here for_more information on the Sentry-go Scripting Wizard.

Example files & scripts can be found on-line in the Sentry-go Scripting

Library.
SysLog file Allows you to log an alert to a SysLog server.
SMTP e-mail file Sends a custom/preformatted e-mail to one or more users or external systems.

This can be a formatted e-mail containing your own text as well as error-specific
information that can be sent to one or more users, or an external system such as
an SMS gateway. Such a system can then be used to forward the alert on to a
mobile phone or pager etc.

HTTP web file Sends error/alert information to an external system using an HTTP (web)
interface. As with the SMTP option above, the HTTP protocol can often be used
to forward information on to an external system such as an SMS gateway.
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More Information
If you need more help or information on this topic ...

Find out more information on configuring alerts for monitoring checks.
Contact our Support Team.

Watch demonstrations & walkthrough videos on-line.

Visit http://www.Sentry-go.com.

Sentry-go

TRRRAL
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