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Be Proactive, Not Reactive!

There may be times when you wish to check keep track of changes to files, directories & directory structures as well
as the availability of network shares. This may be particularly important if you wish to check for changes, new files
being added (e.g. files being uploaded for processing) as well as file counts & sizes to ensure other processes are
functioning normally.

In addition, you may also wish to know which users/processes performed actions on those files that triggered the alert
or which users/processes are accessing key files or directories. This information can also be logged to a CSV file &
accessed as a web report.

With Sentry-go, the monitoring of files & directories is both quick & easy to achieve. The content of files such as log
files can also be monitored — for more information, please see the “Configuring Event Log & Log File Monitoring guide.

This component will not only monitor for changes to files/directories etc., but also record who/what applications
accessed those files. Two additional monitoring checks are also available for local files/directories - allowing
directories accessed & files accessed to be monitored & recorded.


http://www.sentry-go.com/
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System requirements

This component is fully compatible with both Sentry-go Quick Monitors v6 and above, and Sentry-go Plus! v6 monitors
and above.

Monitoring files & directories

To set up monitoring, configure the appropriate monitor and select the “Files” tab.

x|
a
Sentry-go Monitoring Settings

* A Configuring settings made easy!

il Process

=7 Disks | g Services

%F‘l‘irﬁe{s || £ Files E—;‘EPor“l’I

Sentry-go allows you to monitor file & directories, including changes & access on your server ...

F Network | [ Perf. | EM Logs

— Monitor Files & Directories
The following files/directories are cumently defined ..

File | Check | Interval | Adtion | No.Er.. | Meis? |
| % EWWork Files updated! File Updated Default Mo Response - Ale... 1 defin....
Directory DoesNotBxist does not exist Dir Mot Bxist ~ Default Mo Response - Ale... 1 1 defin...
Mare than 2 files in directony Mo. Files Default Mo Responge - Ale... 1 1 defin....
Mo new TXT file created Mew Files ...  Default Mo Responge - Ale... 1 Mat de...
[#] Test directory exceeds Shytes Dir Size Default Mo Response - Ale... 1 Mat de...
[¥] Test\Accessed directory is accessed File Access..  Default Mo Response - Ale... 1 1 defin...
[¥] Total directory size File Size Default Mo Response - Ale... 1 1 defin....
[¥] Total indiv. . TXT files > 10 bytes Indiv. File ...  Default Mo Responge - Ale... 1 1 defin....
UMNC path does not exist Dir Mot BExist  Default Mo Response - Ale... 1 1 defin....
User Access Settings . | Very .. Copy | Deete | Add.. | Ed. |

By default, run these checks every |1 minutes

ok | cancel | Hep |

By default, run these checks every (minutes)

This value specifies how often, in minutes, Sentry-go should check for available space on the disks listed.
For system drives and drives used by the print spooler, it is recommended that a more frequent check be performed -
e.g. 5 - 15 minutes.

This interval is only used when the interval is set to “Default”. You can also configure the monitor to check a particular
drive at a given time or interval — e.g. hourly, daily etc. To do this, edit the particular disk from the list or configure the
interval when the disk is added to the list.



In addition to the standard Add, Edit, Delete buttons, the following options are available on this window.

User Access Settings ...

If user access information has been requested as part of any file/directory checks, details can be recorded to a log file
for later analysis. Click this button to define or edit settings relating to this log file. See “Recording User Access
Information” for more information.

Verify User Access ...

If user access information has been requested as part of a file/directory check, audit information for the appropriate
files & directories must be available. To enable or verify that details are available, highlight the appropriate check &
click this button.

{4}  This option connects to the monitor’s web reporting interface. The monitor must be running and web
available for this option to function.

Adding a new file or directory monitoring check

To monitor a new file, folder or directory, select the Add option from the main window. The following window will be
displayed, allowing you to select the type of monitoring task you wish to perform. Once a selection has been made,
individual items can be configured for the monitoring check, as described below.

Add a New File{Directory Check

ﬂ Sentry-go allows pou monitor changes to files & directories, as well az file zizes, counts
| & access monitoning.

Flea

izh to perfarm from the list below

- The tatal directary size exceeds a given value

- & directary does nat exist

- & directary does nat exizt, or if sub-directories are added or removed

- & directary does nat exizt, or if sub-directories are removed

i b A directany is accessed

=- File-related manitaring checks

- The tatal zize of one or mare files within a directary exceeds a given value

- The zize of individual files ik a directary exceeds a given value

- The tatal number of ane or mare files within a directary excesds a given value
- Qe ar maore files within a directary does nat exist

- One ar maore files in a directary are updated within a given tine

- Qe ar more files in a directary are not updated within a qiven tine

- One or more files are added to, deleted from, or updated within a directon

- One ar maore files are added to a directaony ;I

Help ... Cancel ” [ I




File Monitoring Checks that can be performed

The total size of one or more files
within the directory exceeds a given
value

The size of one or more individual files
in a directory exceeds a given value

Select this option if you wish to monitor the total size of one or
more files or directories.

When selected, simply enter the threshold value, then select the

comparison - "equal to", "not equal to", "greater than" or "less
than", and the threshold unit (bytes, Kb, Mb etc.)

An alert will be generated if the above condition is met.

e To monitor the size of afile, enter the path & filename —
e.g. C:\Directory\File.tmp.

e To monitor the size of all files of a particular type, enter
the appropriate the path & file mask - e.g.
C:\Directory\*.tmp.

e To monitor the size of a directory, enter the appropriate
directory name with "*" — e.g. C:\Directory\*

\:Q Always bear in mind the check being made and use the
most appropriate value for the threshold unit.

For example, if you were checking the size of
CATEMPY*.tmp and all sub-directories, the value returned
likely to be quite large. Therefore a higher unit such as Mb
or Gb should be used to avoid overflow errors from
occurring.

Select this option if you wish to monitor the size of individual files
within a directory or directories.

When selected, simply enter the threshold value, then select the
comparison - "equal to", "not equal to", "greater than" or "less
than") and the threshold unit (bytes, Kb, Mb etc.) An alert will be

generated if the above condition is met.

i) This check is identical to the one above, except the size of
each individual files is checked and compared with the
threshold, as opposed to the cumulative size of all
qualifying files.

Always bear in mind the check being made and use the
most appropriate value for the threshold unit.

For example, if you were checking the size of C:\WINNT
and all sub-directories, the value returned likely to be quite
large. Therefore a higher unit such as Mb or Gb should be
used to avoid overflow errors from occurring.



The total number of one or more files
within a directory in a directory
exceeds a given value

One or more files within a directory
does not exist ...

One or more files within a directory are
updated within a given time

One or more files within a directory are
not updated within a given time

One or more files are added to,
deleted from or updated within a
directory

One or more files are added to a
directory

One or more files are deleted from a
directory

One or more files are updated within a
directory ...

One or more files are not added
to a directory within a given
timeframe

One or more files are not deleted from
a directory within a given
timeframe

One or more specific files within a
directory is accessed.

Select this option if you wish to monitor the number of files in the
specified directory or directories.

When selected, simply enter the threshold value, then select the
comparison - "equal to", " greater than" or "less

than".

not equal to",

An alert will be generated if the above condition is met.

Select this option if you wish to check that the given directory or
file exists. If it does not exist, an alert will be triggered.

Select this option if you wish to monitor the last update time of a
file and trigger an alert when it is updated within the given
timeframe.

When selected, simply enter the threshold value and its

corresponding unit - "minutes", " days" or "weeks".

hours",

Select this option if you wish to monitor the last update time of a
file and trigger an alert when it is not updated within the given
timeframe.

When selected, simply enter the threshold value and it's

corresponding unit - "minutes", " days" or "weeks".

hours",

(i} This check is particularly useful if you have an application
that updates a log file every X minutes and you wish to
check that it's running correctly etc.

Select this option if you wish to monitor for files being added,
deleted or updated within a given directory.

Select this option if you wish to monitor the contents of the given
directory and be alerted when a file is added to it.

Select this option if you wish to monitor the contents of the given
directory and be alerted when a file is deleted from it.

Select this option if you wish to monitor the contents of the given
directory and be alerted when a file is updated within it.

Select this option if you wish to be alerted if a file or files are not
added to a directory within the appropriate timeframe.

When selected, simply enter the threshold value and its

corresponding unit - "minutes”, " days" or "weeks".

hours",

Select this option if you wish to be alerted if a file or files are not
removed from a directory within the appropriate timeframe.

When selected, simply enter the threshold value and its

corresponding unit - "minutes", " days" or "weeks".

hours",

Select this option if you wish to be notified if the file, or file mask is
accessed.



Directory Monitoring Checks that can be performed

The total directory size exceeds a
given value

The directory does not exist

The directory does not exist, or if
subdirectories are added or
removed

The directory does not exist, or if
subdirectories are removed

A directory is accessed.

Select this option if you wish to monitor the total size of all files within
the directory or directories.

When selected, simply enter the threshold value, then select the

comparison - "equal to", "not equal to", "greater than" or "less than",
and the threshold unit (bytes, Kb, Mb etc.)

An alert will be generated if the above condition is met.

&) Always bear in mind the check being made and use the most
appropriate value for the threshold unit.

For example, if you were checking the size of C:\WINNT and
all sub-directories, the value returned likely to be quite large.
Therefore a higher unit such as Mb or Gb should be used to
avoid overflow errors from occurring.

Select this option if you wish to check that the given directory exists
and be notified if it doesn’t or is removed.

Select this option if you wish to check that the given directory exists
and be notified if it doesn’t, or if the directory structure below it
changes —i.e. if a subdirectory within it is either added or removed.

Select this option if you wish to check that the given directory exists
and be notified if it doesn’t, or if a subdirectory within it is removed.

Select this option if you wish to be notified if the directory, or a file
within it (and optionally within subdirectories) is accessed.

Once a new check has been defined, properties of the check can be displayed & configured. The same options are
available when edit an existing check by select the “Edit” option from the main window.



Configuring file monitoring

As shown below, a check is defined by a series of property page tabs, each reflecting a specific area of the check.
Depending on the monitoring check being defined, some of these tabs may not be shown.

The first tab allows you to define the file, folder or directory you wish to monitor as well as the criteria against which it
will be checked.

«
Details |@ Exdusiunsl ‘2 User Access | @ Schedule | % Response | A Alert |

Please define the file or directory you wish to manitor ...

m On reports & alerts, refer to this check as ...
|Work Files updated!

Start monitoring from this directony ..
ID:"-.F'n:nglamData"-.Sentrg,r-gn:n Moritoring System'|Test | Test .. I

¥ Also monitor sub-directories & folders below this path

Within the directory, monitor this file, or type of file ...
|0t - |
@ When monitoring a remote path/name ...

- Specify a UNC directory path -e.q.
- Ensure that the Sentry-go service can access the resource | Jzgr |
aor click "User .."to configure a user with suitable access.

Jﬁ Sentry-go should tigger an alert for this check when ...

File is updated/not updated within the last |5 Iminutes j

[T Dont trigger an alert i no matching files are found
[~ Trigger an alert i failures are detected at startup

QK I Cancel Help

The following information is defined here.
On reports & alerts, refer to this check as

This is the uniqgue name of the check being made. It is this name that will be displayed on reports and when alerts are
generated and as such it is recommended that a short descriptive name be used for this value.



Start monitoring from this directory

For a directory monitoring check, this is the full path of the directory or folder you wish monitor. If you're monitoring a
specific file, or group of files, this is the directory where the files are located or, in if sub-directories are also being
monitored, where the scan will be begin.

Click “...” to select the path from Windows.

\:!} If the directory is on a remote machine, enter the full path in UNC format — e.g.
\ServerName\ShareName\FolderName etc.

If a remote location is entered, user access details cannot be captured. Additionally, remote paths
cannot be entered when performing “Directory accessed” or “File accessed” monitoring checks.

, the check cannot directory is remote o check that a mask maps to the file(s) you wish to verify works,
simply access the command prompt, change to the appropriate directory and type dir <mask>.

System environment variables may be used within the file name entered - e.g. %WINDIR%. In addition,
if the filename contains a date, the following formats may be used ...

e $$YY to include the 2 character year

e $$MM to include the 2 character month

e $3$DD to include the 2 character day

e $3$DD-n where n is a number greater than 1. Allows you to include a date n-days in the past.
The associated month and/or year are automatically adjusted as required.

e $$DD+n where n is a number greater than 1. Allows you to include a date n-days in the future.
The associated month and/or year are automatically adjusted as required.

e $$DDI-n] to include the 2 character day. The -n will not be altered.

e $$DDJ[+n] to include the 2 character day. The +n will not be altered.

If date variables are used, Sentry-go will automatically generate the appropriate name before test is
performed, thus correcting the date when the time passes midnight etc.

Click “...” to select a file or mask etc. from Windows (see below).

Also monitor subdirectories or folders below this path

Tick this option if you want Sentry-go to continue the scan into all directories below the directory entered
above ...

e If this option is not ticked, the monitor will check the contents of the directory entered above, but the contents
of sub-directories will be ignored.

o If ticked, any directories found below the path entered will also be scanned - as will their sub-directories
respectively until no more are found.

For example, to scan all directories within the “Program Files” folder, enter "C:\Program Files" as the directory,
any file names or masks below, and tick this option.


file://ServerName/ShareName/FolderName

Within the directory monitor this file, or this type of file ...
If you are monitoring a file, a group of files or a specific type of file, enter the filename or mask here.

e} When selected, simply enter the full name, or mask you wish to monitor, within the directory entered
above. This value can be ...

e The complete filename - e.g. MyLog.txt
e A partial filename - e.g. *.txt, My*.log etc.
e An entire mask - e.g. *.*, * etc.

To check that a mask maps to the file(s) you wish to verify works, simply access the command prompt,
change to the appropriate directory and type dir <mask>.

System environment variables may be used within the file name entered - e.g. %WINDIR%. In addition,
if the filename contains a date, the following formats may be used ...

e $$YY to include the 2 character year

e  $3$MM to include the 2 character month

e $$DD to include the 2 character day

e $$DD-n where n is a number greater than 1. Allows you to include a date n-days in the past.
The associated month and/or year are automatically adjusted as required.

e $$DD+n where n is a number greater than 1. Allows you to include a date n-days in the future.
The associated month and/or year are automatically adjusted as required.

e $$DDI[-n] to include the 2 character day. The -n will not be altered.

e $$DDJ[+n] to include the 2 character day. The +n will not be altered.

If date variables are used, Sentry-go will automatically generate the appropriate name before test is
performed, thus correcting the date when the time passes midnight etc.

Click “...” to select a file or mask ...

Add/Edit File Mask

_| Sentry-go can monitar one, many ar all files in the directony. Flease zelect the
twpe of files you wizh ta monitor from the options below

& 1 'want to monitor all files in the directany. &

™ | want ta monitor all files of a specific tpe, with this file extension ...
[Either zelect an entry, or twpe in the mazk - e.q. *mzk]

| -
™ | want to moritar this specific file ...

| N

Filez containing dates can alza be monitaored uzing placemarkers
[e.g. 3300, $3kb] See Help for mare infarmation.

Help ... Cancel | ] I




From here you can select one of the following ...
e | want to monitor all files in the directory

Select this option if monitoring should apply to any file in the directory (except those specifically excluded on
the “Exclusions” tab).

¢ | want to monitor all files of a specific type ...

Select this option if monitoring should apply to any file with a given file extension in the directory (except those
specifically excluded on the “Exclusions” tab).

When selected, you can either choose an extension from the list (e.g. .log files), or enter your own in the field
below (e.g. *.tmp, or s*.tmp etc.).

¢ | want to monitor this file ...

Select this option if monitoring should apply to a specific file within the directory specified previously. Simply
enter the filename here or click “...” to select it from Windows.

Specifying monitoring criteria

Depending on the monitoring type selected when the check was created, the following fields will be available in the
lower half of the “Details” tab. These fields allow you to enter the criteria on which the check & alert will be based.

Add/Edit File/Directory x|

Details |'@ Exclusinnsl {2 User Access | & Schedule | % Response | A Mert |

Please define the file or directony you wish to monitar .. Show Me ... I

m On reports & alerts, refer to this check as ...
IEnsure files are updated within the last day

Start monitoring from this directony ..
IC:"-.Direu:tu:ur:,r
¥ Also monitor sub-directories & folders below this path

Test ..

Within the directany, maonitaor this file, or type of file ...
I‘.wrk |

@ When monitoring a remote path/name ...

- Specify a UNC directory path -e.q.
- Ensure that the Sentry-go service can access the resource
aor clicl, ' ; i 255, FET ...

Sentry-go should trigger an alert for this check when ... N
File is updated/not updated within the last I'I Idap_.rs j
¥ Dont tigger an alert i no matching files are found -

v

Trigger an alett  failures are detected at V




The no. files in the directory

Enter the number of files you wish to check for when the test is performed. You can trigger an alert if the no. files
matches, doesn’t match, is greater than or less than the number entered.

The file or directory size

Enter the number of bytes, K/bytes, M/Bytes or G/Bytes you wish to check for. You can trigger an alert if either the
total size, or individual file size matches, doesn’t match, is greater than or less than the number entered.

&)  Sizes are rounded to the unit selected. The lower the unit, the more precise the total counted.

File is updated/not updated

Enter the number of minutes, hours, days or weeks within which the associated check should be performed. For
example, you can trigger an alert if files are not updated within the last week, or files have been updated within the last
hour etc.

Less than X files created within

Enter the number of files you wish to check for when the test is performed. You can trigger an alert if the no. of new
files created within the entered minutes, hours, days, weeks etc. is exceeded.

Don't trigger an alert if no matching files found

By default, the above option will trigger an alert if a matching file has not been updated within the given timeframe or
no files matching the mask are found. To ignore conditions where no matching files are found, check this option.

Trigger an alert if failures are detected at startup

By default, the monitor runs checks at startup (and when reconfiguring) in order to initialise its monitoring data. No
alerts are triggered at this point — only when the next scan interval or scheduled scan is performed.

Tick this option if you also wish to trigger an alert when these checks are first performed, during this initialisation
phase.



Excluding files & directories

To further refine the monitoring performed, you can also opt to exclude one or more files, partial files, or one or more
sub—directories within the scan. You do this using the “Exclusions” tab.

Add/Edit File/Directory x|

Details ‘=& Exclusions |@ Lser Fn.ccessl % Schedule | % Response | Ay .Pn.lertl

Please specify any files or directories that are to be excluded from Show Me ... |
the check ...

ou can choose to exclude one or more files or masks from the check by
entering them in the list below. This allows temporany and other files to be
ignored, even if a range of files are being retumed from the scan. To include
multiple entries, separate each with a comma.

Exclude files with these masks ..

tmp, bak ;I Help ... I

[/

F You can also choose to exclude one or more directories from the check by
- entering a full or partial name below. If the directory name containg the text
here, it will be ignored. To include multiple entries, separate each with a

comma.

Exclude directories containing ..

Temp ﬂ Help ... I

[

ok | cancal | Hep |

Exclude Files with these masks ...

The first option allows you to enter one or more filenames or partial flenames separated by commas. If a matched
filename equals or contains any of these strings, it will be ignored by the monitor. A wildcard (* character) can be used
to indicate how filenames should be matched.



q} To exclude files ending in a string, start the name with a "*" - e.g. to exclude any file ending in ".bat’,
enter *.bat'".

To exclude files beginning with a string, enter the string, followed by "*" - e.g. to exclude all files
beginning with "L", enter "L*".

To exclude files containing a given string (anywhere within the name), enter the string with no wildcard
character - e.g. to exclude any file containing "test", enter "TEST".

To exclude files beginning with a string and ending with another string, enter a wildcard in the middle of
the name - e.g. to exclude any text (.txt) file beginning with the word "TEST", enter "TEST*.txt".

The file is excluded if the name matches any of the checks listed in this field.
Excluded names refer to the name of the file only - directory names are ignored. See also below.
Exclude directories containing ...

The second option allows you to enter one or more directory names or partial directory names separated by commas.
If a directory or sub-directory that is being checked contains any of these strings, it will be ignored by the monitor.

\:[} For example, if you enter is 'Develop, 2007'.
e The following directories & sub-directories would continue to be scanned ...

C:\Program Files\Production
C:\Program Files\Production\2005

e While these would be ignored ...
C:\Program Files\Production\2004
C:\Program Files\Development\2005
C:\Program Files\Development\2006

Wildcards should not be used in this field.



Capturing user access information

For some checks, you can optionally choose to capture information on the users & processes that accessed the
file/directory and therefore may have caused the alert to be triggered. To configure this, select the “User Access” tab.

\:[} Checks accessing remote files cannot be configured to capture user access information.

x|
Details | '@ Exclusions @ User Access | $ Schedule | @ Respaonse | &, Alert |

You can record user access information for this check by selecting the options below ...

@ ¥ Fecord user access details when alert is triggered.
¥ Show userelated information within alert messages that are tiggered.

[T Show clientrelated information, where available, within alert messages
that are triggered.

lgnore these users/processes (separate multiple entries with a comma, use name
only do not include "exe’etc ) ...

m User access information is captured using Windows file/directony auditing.
Sentry-go can configure & verfy this for you using the options below ..
¥ Corfigure windows auditing for this check during start-up
¥ Verify user access details are available during stat-up
¥ I verify fails, continue to attempt to retrieve user access information

To configure your server to enable these options, please dlick "User Access
Settings from the main file list.

ok | cCancel | Heb

The options shown here allow you to control how, if at all, this information is to be captured. If you are logging user
access information, the captured details will also be recorded to a log (CSV) file. See “Recording User Access
Information” for more information.

Record user access details when alert is triggered
Tick this option to capture & record user access details when the alert is triggered. If selected, the monitor

automatically attempts to access audit information for the related files/directories at the time the alert is triggered &
includes this with the alert information.



Show user-related information within alert messages that are triggered

Tick this option to include user information within the alert message text. If not selected, user information will still be
captured to the file (if configured), but not shown alongside the alert message itself.

e} Depending on the number of related file or directory accesses made, selecting this option can cause
the alert message text to be a much longer message than it would otherwise be.
Show client-related information, where available, within alert messages that are triggered

Tick this option to include client information within the alert message text. If not selected, client user information will
still be captured to the file (if configured), but not shown alongside the alert message itself.

q) Depending on the number of related file or directory accesses made, selecting this option can cause
the alert message text to be a much longer message than it would otherwise be.

The availability of client-based information depends on the version of Windows & the type of access
made (e.g. local vs. remote).
Additionally capture access permissions

Tick this option to collect information about the permissions available to the user when access was made (if available).

Ignore entries for these users/processes ...

This option allows you to effectively map-out specific users or processes that may access the monitored file or
directory. If any of the values entered here (as a comma-separated list) are found for either the user or process
accessing the file, the record will be ignored and no alert triggered.

Configure Windows auditing for this check during start-up
Tick this option (recommended) to indicate that the monitor should attempt to enable auditing on the required
files/directories itself, when it is started or reconfigured. If un-ticked, no start-up processing will be performed and you
should ensure that auditing information is being recorded, by Windows, for the required files/directories.

\:[} You can also configure auditing using the option on the main File monitoring list (see below), or

manually, using Windows Explorer.

Verify user access details are available during start-up
Tick this option (recommended) to indicate that the monitor should perform a check of audit settings/information
availability when it is started or reconfigured. When enabled, the monitor will attempt to verify that audit information is

available by ...

e Either writing a test file to the selected directory.
e Or backing up the file and temporarily writing a new line to it, thus altering the file.
e Then verifying that audit information is written to the Event Log.

If access errors are detected, an alert is sent to all users defined as system users.

Your Security Policy may also need to be updated to allow object-based auditing to be performed.
Contact your System Administrator if you need to do this.



If verify fails, continue to attempt to retrieve user access information
Tick this option if you want the monitor to attempt to retrieve user access information for the check even if the start-up

verification fails. This allows the monitor to retrieve details if the server or domain’s configuration is corrected without
the need to restart it.

Scheduling a check

By default, each check is performed periodically at regular intervals throughout the day. The frequency of these
checks is determined by the value specified at the bottom of the main list.

However, there may be times when you wish to perform the check at a different time, maybe at a set time each day, or
on certain days etc. To do this, select the “Schedule” tab.

For more information, please see the “Sentry-go Monitoring Schedule” guide.

Configuring an automatic response

In the event an error is detected, Sentry-go can be configured to optionally respond automatically - i.e. to take action
itself.

To configure this, select entry from the list and click Edit. On the resulting window, select the “Response” tab.

d)  For more information on the options available as well as details on how to configure automatic
responses, please see the “Configuring Automatic Responses” guide.

Configuring an alert

In the event an error is detected and either no automatic response is defined or the response doesn'’t resolve the fault,
an alert will be triggered. Depending on the monitor’s general settings, you can either notify one or more contacts
individually, or specify the alert group you wish to inform.

To configure these options, select the entry from the list and click Edit. On the resulting window, select the “Alert” tab.

ed} For more information, please see the “Configuring Sentry-go Alerts” guide.

Temporarily ignoring a configured check

In some cases, you may wish to exclude a check from monitoring without removing it permanently. To do this, simply
remove the “tick” or check against the entry you wish to ignore in the main list.



Web reporting with this monitoring component

In addition to the standard Sentry-go web reports, this component provides the following additional reports for this
component. These can be accessed using a standard URL, or via the monitor's home page.

The file access information report

URL: http://<Server Name>:<Port>/ SgoMntrFileAccessInfo.sgp

This report gives details of file accesses logged to the log file for monitoring checks defined as capturing user access

information. User access information must be configured to be saved to a log file in order to populate this report. From
here you can also filter on specific files, users, servers etc.

fj WALTON-64 - Sentry-go Monitoring Service - File Access Information - Windows Internet Explorer — IEI IEI
m - |g, http: ffwalton-54: 1000 /SgoMntrFileAccessInfo.sap j 5| A ILi'.'e Search p -

File Edit Wiew Favorites Tools Help

R

" A
‘} P f E,'}l\? @ WALTOM-64 - Sentry-go Monitoring Service - File Acc... | |

[
Recorded information from : D:\ProgramData\Sentry-go Monitoring System\Logs\FileAccess.log J

Show details .. for file/directory

- for server

... for check

... for user :I

_.. with attributes containing
Latest no. recs. to process :IEDD (ALL far all recards)
Show client access info. - [

Show the permissions granted

4
Apply & Redisplay Show All

Date/Time Check Name File Name Server
07/M10/2011 16:43:27 More Directony was sccessed C:\Data Test\TestFiled.td WALTC
O07M0/2011 16:43:27 More File updsted within last 10 minutes C\Data Test\TestFile. fxt WALTC
07/10/2011 16:43:27 More File updated within Iast 10 minutes Ci\Data Test\TestFilel b WALTC
07/10/2011 16:43:27 More File updated within last 10 minutes C.\Data Test\TestFiled.bd WALTC
07/10/2011 16:42:51 More File updsted CDats Test\TestFile. WALTC
07/M10/2011 16:43:51 More File updated C:\Dats Test\TestFiled bd WALTC
07/M10/2011 18:42:51 More File updated C.Dats Test\ TestFiled.bd WALTC
07/M10/2011 18:43:51 Moe Directory was scoessed C\Data Test\ TestFile td WALTC -
4 | L'J
|Done ’_ ’_ ’_ ’_ ’_ m ’ﬂ |f Trusted sites | Protected Mode: Off | 0% - 4

The report allows information to be restricted to specific files, checks, users etc. using the entries at the top right of the
page. You can also click any link from within the report to restrict details to that information or click “More” to display
current information about the file entry logged.



The verify file access report

URL: http://<Server Name>:<Port>/SgoMntrVerifyAllFileAccessInfo.sgp

This report is accessed indirectly from the Console, when you right click over the “File & Directory monitoring” item in
the left window and select “Verify User Access ...” from the menu. Alternatively it can be accessed from the monitor's
home page,

Initially a “please wait” message will be displayed while the monitor verifies user access information for the appropriate
checks. Once complete, the following report will be displayed.

Zf' WALTON-64 - Sentry-go Monitoring Service - Verify File Access Information - Windows Internet Explorer

@‘ - |g http:/localhost: 1000/SgoMnirVerifyAllFileAccessInfo.sgp j 4| % I_'.'e Search Q|-

ﬂ? ‘i'ﬁ? @ WALTOMN-64 - Sentry-go Monitoring Service - Verify Fil...

|»

Sentry-go Monitoring System

v5 Web Reporting

Server: WALTON-GS Sentry-go® Verify File Access Information

Licence : Demonstration {Shareware)
Genersted on : 4th Mov. 2009 at 18:08:41
System Health m

(a 52% check success & [7]
A

The following audit settings are currently defined to Sentry-go Monitoring Service These have been verified & the results are shown
below ...

Check Name File or Path Result

Live Files Acoessed C:\Directony\=.* File or directory audit enabled.
Auditing verified & data retrieved successfully.

Additional Information ...

For additional information, or if errors are reported above, please click here.

Sentry-go
itk hH -

Done I_I_I_I_I_I_%Fi. Local intranet | Protected Mode: Off #100% - 5




Recording user access information

If one or more checks are configured to capture user/process information, the server & domain must also be
configured to allow this information to be captured. You also have the option of recording this information to a CSV file
for later monitoring & analysis. This file is also used as the feed for the “File Access Information” web report.

To define & configure these options, click the “User Access Settings” button from the main File/Directory
monitoring tab.

Sentry-go Configuration Settings il

a
' Sentry-go Monitoring Settings

#~ Configuring settings made easy!

=2 Disks | g Services | jill] Process

%F‘l‘irﬁe{s || 3 Files E—;‘EPor“l’I

Sentry-go allows you to monitor file & directories, including changes & access on your server ...

= | BN Logs

F Network

— Monitor Files & Directories
The following files/directories are cumenthy defined ...
File | Check | Interval | Adtion | No.Er.. | Meis? |
% Worlc Files updated! File Updated Default Mo Response - Ale .. 1 defin...
Directory DoesNotBxist does not exist Dir Mot Bxist ~ Default Mo Response - Ale... 1 1 defin...
Mare than 2 files in directony Mo. Files Default Mo Responge - Ale... 1 1 defin....
Mo new . TXT file created Mew Files ...  Default Mo Response - Ale... 1 Mat de...
[#] Test directory exceeds Shytes Dir Size Default Mo Response - Ale... 1 Mat de...
[¥] Test\Accessed directory is accessed File Access..  Default Mo Response - Ale... 1 1 defin...
[¥] Total directory size File Size Default Mo Responge - Ale... 1 1 defin....
[¥] Total indiv. . TXT files = 10 bytes Indiv. File ...  Default Mo Responge - Ale... 1 1 defin....
UMNC path does not exist Dir Mot BExist  Default Mo Response - Ale... 1 1 defin....
/
User Access Settings .. | | Copy Delete Add ... | Edit ... |
/

By default, run these checks every |1 minutes

ok | Cancel | Hep |




The following window will be shown ...

User Access Settings

| order to record wzer access information, Windows must be configured ta allowe audit information to be captured.
f'ou can do thiz uzing the local Secunty Policy, or through the following options ..

Dizable File Auditing ... Enable & Werify File Auditing ...

@ Thiz zetting may not be enforced if your domain policy overides it |n thiz case, you must also configure
the Damain Security Policy.

Windows uzes the Security Event Log to stare meszages that the monitar will process. Youw can uze the option
below to enzure the Event Log ig configured corectly ..

Werfy Event Log ... |

YWhen regquested, the monitor can zave detalls of the u
directories ...

Save information to this file [blank fof none] : ID:HPngramData\Sentr}l-gn Moaritoring SystemiLogssFiledooe _I

Delete data older A hours from the file [0 retains all data]/

ﬁﬂ The following options allow vou to control the User Access information recorded by the monitor ...

¥ Fecord the application the user was running when the access was made
[ Record external client information, such as client user |0, workstation, IP-address

Show Me ... Help ... Cancel k.

The top half of this window allows you to configure the server’s file auditing capability & Event Log settings, while the
lower half allows you to specify whether user access data is to be saved & control how long the data will be stored for.

Save information to this file

Enter the full path & name of the file in which the data will be saved. Click “...” to choose an existing file from Windows.

Delete data older than

In order to automatically tri the file, this value can be used to remove any data older than the number of hours shown.
If set to O, the file is never cleared down and new values will continue to be appended.

e} To view (and filter etc.) the contents of this file in a web report, select the “File Access Information”
report.



Record the application the user was running

By selecting this option, the monitor will additionally attempt to capture information on the process (application) the
user was using when the access was made.

4}  Depending on the access made & the version of Windows being run, this information may or may not
be available.
Record external client information

By selecting this option, the monitor will additionally attempt to capture details of the client that made the associated
access request. For example the client user name, workstation & IP-address.

q) Depending on the access made & the version of Windows being run, this information may or may not
be available.

What access information is captured by Sentry-go ?

When user access information is included, the following details can be captured by Sentry-go ...

e User Name. The Windows user name (ID) of the user(s) who accessed the file or directory within the scan
period.

e Client User Name. Where available/applicable, the user name of the connecting client.
e Client Workstation. Where available/applicable, the Windows name of the connecting client.
e Client IP-address. Where available/applicable, the IP-address of the connecting client.

e Application/Process Name. If available, the name of the process accessing the file or directory. For remote
accesses, this value will be blank.

o Date & time. The date/time of the last access the user/application accessed the file/directory, within the scan
period.



Accesses. Depending on the version of Windows, you can optionally record all the accesses that were
granted to the user for the file/directory within the scan period.

They can be any combination of the values shown below ...

Access Mask
File Read/List Directory
File Write/Create File

Read Extended Attributes
Write Extended Attributes
File Append/Create Subdirectory

Execute File/Traverse Directory
Delete Directory & All Files

Read File Attributes

Change File Attributes

Delete

Read Security Descriptor & Owner
Write DACL

Assign Owner

Synchronize

N/A - <Number>

Meaning/Description

File: Ability to read from the file.
Directory: Ability to list the contents of the directory.

File: Ability to write data to the file.
Directory: Ability to create a file.

Ability to read extended attributes.
Ability to write extended attributes.

File: Ability to append data to the file. create a subdirectory.
Directory: Ability to create a subdirectory.

File: Ability to execute a file.
Directory: Ability to traverse the directory.

Ability to delete a directory & all files it contains, even if they are
read-only.

Ability to read file attributes.

Ability to change file attributes.

Ability to delete the file.

Ability to read the security descriptor & owner information.
Ability to write DACL (security) information.

Ability to assign owner.

Synchronizes access.

Indicates that the numeric access mask shown could not be
translated.

The granting of a given permission indicates that the calling user/application requested it & gives an
indication as to how the associated resource may have been used.

For Windows 2003 and earlier, the rights shown indicates that the right was granted; it does not
necessarily mean it was actually used by that user or application. By combining this information with
other checks made by the monitor, you can help isolate the exact accesses that were made.

For Windows 2008 and later, the rights shown indicates that the right was granted & used by the user

or application.



Configuring your system for user access monitoring

In addition to enabling auditing for specific files or directories, Windows auditing must be enabled for the server and/or
domain. If it is not, audit information will not be captured, even if configured for the file system itself.

Specific details, aimed primarily at administrators are shown below.

What you need

By default, Windows doesn’t provide tracking information for file or directory accesses. Instead it allows you to
generate audit information to the Security Event Log for specific files & directories. The details recorded are dependent
on the version of Windows being used and in its raw form can be somewhat cryptic and time-consuming to interpret.

However with Sentry-go, this information is automatically processed & matched to the files/directories being
monitored, recording details in a more readable & much more useable & useful format.

To do this, you must ensure the following ...

To ensure this ... Use either Sentry-go ... Or Use Windows ...

Your domain must allow the
auditing of successful “object
access” attempts.

Your server must be configured to
audit successful “object access”
attempts.

Configure the Sentry-go monitor
& select the “File” tab.

On this window, click “User
Access Settings”.

From here you can enable &
verify file access auditing on the
server.

This will allow you to determine
if the domain is configured
correctly.

If it isn’t, or you wish to review
the current settings, edit your
domain security policy to ensure
the auditing of “object access” is
not specifically disabled.

See more information below or
contact your System
Administrator.

Perform the same test as above.

This will set the appropriate
options for the server.
See more information below.

Access your Domain
Security Policy.

Review & update the
settings so that the
auditing of “object access”
is not specifically disabled.
See more information
below or contact your
System Administrator.

Access your Local Security
Policy.

Review & update the
settings so that the
auditing of “object access”
— specifically “success”
access attempts, are
enabled.

See more information
below or contact your
System Administrator.



To ensure this ...

Your server's Security Event log
must be configured to allow audit
messages to be captured.

The directories being monitored
are configured to generate the
appropriate information.

Configuring your domain

Use either Sentry-go ...

From here you can verify the
Event Log & its settings.

This will also give you the option
of updating the configuration to
the recommended settings.

See more information below or
contact your System
Administrator.

Configure the Sentry-go monitor
& select the “File” tab.

On this window, add new (or
edit existing) checks and display
its properties.

Select the “User Access” tab &
ensure the “Configure windows
auditing for this check during
start-up” is ticked.

Other options are also available
— see below.

Or Use Windows ...

Configure the Event Log
using Event Viewer and
ensure the log file can
grow to a sufficient size (at
least 20Mb) and is set to
overwrite as needed or
equivalent (i.e. doesn’t
ever report full).
Alternatively, contact your
System Administrator.

Access the directories
through Windows Explorer.
Display security properties
& ensure auditing
(specifically successful
access attempts) for all
users is enabled.

See below for more
information.

\3} Depending on your current configuration, there may be no changes needed here. However, often your
domain settings will override local server options and may prevent the latter from functioning correctly.

For safety & security, domain-level changes must be performed through Windows using a process
similar to that outlined here. Checks & verification can, however, be performed through Sentry-go.

If you are in any doubt, or do not have the appropriate domain-level access, please contact your

System Administrator.

Remember, changes here can affect all member servers in the domain.



To configure/enable Windows file auditing on a member server, you need to ensure that “object access” auditing is not
specifically disabled at the domain level. If it is, any setting made on the member server will have no effect.

It is important to note the term “not disabled”. It is strongly recommended that you do not specifically
enable auditing at the domain level. Instead, you simply don’t prevent member servers from enabling it
themselves in their own local policy ...

If you enable object level auditing at the domain level, all member servers will have their
auditing enabled by default. This may have an adverse affect on performance and generate a
lot of unwanted & unnecessary log entries in their Event Logs.

For this reason, it is generally recommended that you avoid enabling these settings specifically
at the domain level, instead, enabling them on the specific servers that require it.

However, if you specifically disable object level auditing at the domain level, you effectively
disallow it for all member servers below it. This in turn overrides any setting specified locally
and hence no audit information will be generated & no file access information will be recorded
by the monitor.

The recommended approach is therefore to allow object level auditing at the domain level, but
not specifically enable it. You simply don’t disable it in the policy, which in turn allows settings
on the individual servers themselves to either enable, or disable auditing.

So, to verify & configure the domain, follow these steps ...

e Logon to the domain controller as an Administrator, or to a server with access to the domain’s group policy.

e From “Administrative Tools”, select “Group Policy Management”

¢ In the left hand window, expand the GPOs to display the one you wish to edit — for example, the default policy
for the domain.

e Rightcl

ick this entry and select “Edit ...".

¢ Inthe right hand list, double-click ...

O O O O O O

B Group Policy Management Editor
Eile  Action Mew Help

Computer Configuration
Policies

Windows Settings
Security Settings

Local Policies

Audit Policy

M[=] E3

]] Software installation
E [ Windows Settings
|| Scripts (Startup/Shutdown)
= Deployed Printers
= Iﬂ Securty Settings

EH Event Log

x| A Rastrictad (Groone -
1] | 3 1|

Dﬁudit privilege use
Dﬁudit process tracking
Dﬁudit gystem events

&= | RE= HE
H_" Default Domain Policy [SURBITON-PDC.SLa || Palicy =~ | Policy Setting
=l i Computer Configuration L] Audit account logon events Mot Defined
=l Folicies L] Audit account management Mot Defined
Bl ] Software Settings senvice access Mot Defined

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined




The next action depends on the entry against “Audit object access” - files & directories are treated as “object”
within auditing ...

o Ifitis set to “Not defined”, the policy will not override any local setting which we’ll configure later. No
changes are required in this case.

o Ifitis setto “Success” or “Success, failure” auditing is already enabled and no further action is
required here.

o Ifitis setto “No auditing” or “failure” only, you should change the configuration if you want file access
information to be generated. Continue to the next step.

If you need to edit the configuration, select “Audit object access” to display its properties. The resulting window
will look something like this ...

Security Policy Setting | Explain This Setting |

Audit object access

I Define thess policy settings:

Audit these attempts:
[T Success

QK I Cancel Spply




e Depending on the existing settings, make one of the following changes. If you are in any doubt, consult your
System Administrator before making any changes ...

o If nothing is ticked (including “Define these policy settings”), then no changes are required.

o If “Define these policy settings” is ticked, but neither “Success” nor “Failure” is checked, then the
domain level policy is currently defined to disable object auditing.

With this setting defined, the policy is preventing audit settings on member servers from taking effect
and no file access information will be generated. In this case, it is recommended that you simply
enable the ability for member servers to audit object access by un-ticking the “Define these policy
settings” option - i.e. nothing is ticked on this window.

By doing this, the local policy will have control and you can enable/disable features at the local server
level —i.e. on the servers where file access monitoring is required.

o If “Failure” is already ticked, then this may be because you are monitoring failures domain-wide.
Contact your System Administrator before continuing.

o If domain-wide settings are required, you should ensure that the “Success” option is also ticked. If it
isn’t, local settings will be overridden and no file access information will be generated.

¢ Once the appropriate change, if any, has been made, click OK to close the window.

Configuring your server

Once the domain configuration has been set to enable auditing on member servers as described above, you can
configure the local server to ensure the appropriate audit entries are generated.

You can do this either using Sentry-go configuration options, or through Windows. As with the domain, this should only
need to be performed once.



Using Sentry-go

The quickest & easiest way of configuring your server is to use Sentry-go which can verify existing settings & make the
necessary local changes as required. To do this, configure the Sentry-go monitor & select the “Files” tab. At the
bottom of this window, click the “User Access Settings” button ...

x|
a
Sentry-go Monitoring Settings

° s Configuring settings made easy!

il Frocess

3 Network

F':_lF‘erF. | E:,Logs | 2 Disks |6:t1"Senrices

&} Printers ” = Files E_"Epm‘l'l

Sentry-go allows you to monitar file & directories, including changes & access on your server ..

— Monitor Files & Directories
The following files/directories are cumently defined ...
File | Check | Interval | Action | Mo Er.. | Mets? |
| Work Files updated! File Updated Default Mo Response - Ale... 1 defin...
Directory DoesMot Exist does not exist Dir Mot Edst  Default Mo Response - Ale... 1 1 defin...
Mare than 2 files in directory Mo. Files Default Mo Response - Ale... 1 1 defin...
Mo new . TXT file created Mew Files ... Default Mo Response - Ale... 1 Mot de...
Test directory exceeds Sbytes Dir Size Default Mo Responge - Ale... 1 Mot de...
Test"Accessed directary is accessed File Access... Default Mo Response - Ale... 1 1 defin...
Tatal directory size File Size Default Mo Response - Ale... 1 1 defin...
[#] Total indiv. TXT files = 10 bytes Indiv. File ...  Default Mo Response - Ale... 1 1 defin...
UNC path does not exist Dir Mot Exist  Default Mo Responge - Ale... 1 1 defin...
-
|User Access Settings ... | | Copy | Delete | Add ... | Edit ... |
/

By default, un these checks eveny |1 minutes

ok | cancel | Hep |




The following window will be displayed. To enable auditing on the server, click “Enable File Auditing”. This will also
verify that audit information is available or whether your domain settings also need updating.

Likewise, to disable it, choose “Disable File Auditing” ...

User Access Settings

In order to record user access information, Windows must be configured to allow audit information to be captured.
“'ou can do this uzing the lozal Securnity Palicy, ar throwugh the following optior

Digable File Auditing ... Enable % ety File Auditing ... |

@ Thiz zetting may nat be enforced if paur domain poleT et e Lﬁhgure/

the Domain Security Palicy.

: Wwindows uzes the Security Event Log to store messzages that the monitor will process. You can use the option
E below ta enzure the Event Lag iz confiqured caorrectly ..

erify Event Log ...

1 “When reguested, the monitor can gave detailz of the userz & proceszses that access monitored files &
directonies ..

S ave information ba this file [blank for none] : ID:"-.P'ru:ugramD ata\Sentry-go Monitaring SystermtLogzhFiletcoe _I
Delete data alder than : I'I 2 hourz fram the file [0 retaing all data)

ﬁﬂ The following options allow pou to control the User Accezs information recorded by the monitor ...

¥ PFecord the application the user was mnning when the access was made
™ Fecord external client information, such as client user |0, workstation, |P-address

Show Me . Help ... Cancel k.

(T} Disabling auditing will mean that no file access information will be available to the monitor.



After selecting either option, the Console will connect the monitor & display a web report. Once complete, the results
of the request will be displayed to you. For example ...

Zf'WALTON—M - Sentry-go Monitoring Service - Configure File Auditing - Windows Internet Explorer

@A - |g http:/flocalhost: 1000 /5goMnirEnableFile Audit.sgp j 4| X I_'.'e Search 2\
»
e afe 88' v| (& WALTON-64 - Sentry-go Mo... | & WALTON-64 - Sentry-go ... X | | - B - = - |hPage ~ g Tools -

| »

Sentry-go Monitoring System

vb Web Reporting

Senver: WALTONES Sentry-go® Configure File Auditing
Licence : Demeanstration (Shareware)
Genersted on : 4th Nov. 2009 at 15:59:41
Systemn Heslth m

ca 67% chedk success [?]
A

Sentry-go Monitoring Service will attempt to configure file auditing on the server. The results are shown below ..

Request Summary ...

Request from client - 127.0.0.1
Request. e auditing on this server
erver : WALTON-64

Result : Configuring file access auditing on the server .
Auditing is already configured on this server ..
Performing tests, please wait ...

Creating temporary file ...

Applying file access settings ..

Verifying file access information is accessible ...
Tests completed successfully. File access information is configured & available on this server.

Done e \ l_l_l_l_l_l_l_lﬁ. Local intrane : H100% - g

eeeeee———————— e ——

@) Any errors will also be displayed.

If the results indicate that the local server settings were correctly configured but the test for file access
failed, it is likely that local options are being overridden by your domain security policy (see above).

In this case, check your domain security policy as described in the previous section or contact your
System Administrator.



Using Windows

To configure/enable Windows file auditing on your local server, follow the steps outlined below.

\3\!} Settings changed within the local security policy may be overwritten by the next refresh of Group Policy
security settings. If this is likely, it is recommended that you change the settings globally within the

domain.

To configure/enable Windows auditing ...

Logon to the server as an Administrator.

From Administrative Tools, select “Local Security Policy”

From the left hand list, expand ...

o Local Policies

o Audit Policy
E-: Local Security Policy H[=] E3
File  Action Mew Help
a2 [zt SES ? e
E Security Settings Policy = | Securty Setting |
: ' D;’-‘-ud'rt account logon events Mo auditing
Local Policies L] Audit account management No auditing
= D;’-‘-ud'rt directory service access No auditing
IUser Rights Assignpfent _ No auditing
: Securty Optioae g L] Aud Mo auditing
| Windows Firewall with Advanced Secu No auditin
j Metwork List Manager Policies L - g
: : - D;’-‘-udrt privilege use Mo auditing
| Public Key Policies D}"ud' i No audit
| Software Restriction Policies .rtpn:lcess traciing e .rt!ng
o D;’-‘-udrt gystem events Mo auditing

g IP Securty Policies on Local Computer

<] | ]

From the right hand list, select “Audit object access” — files & directories are treated as “object” within

auditing.

If the setting currently includes “Success” then no changes are required.




o If not, display the properties for this setting ...

Audit object access Properties

o Ensure “Success” is ticked. “Failure” audit entries are not required by Sentry-go but may be needed by other
software. If “Failure” is already enabled, contact your System Administrator.

e Click “OK” for each window to close & save changes.



Configuring your event log

Windows auditing writes its messages to the local Security Event Log. With this in mind, you may also wish to review
the Security Event Log configuration on the server and if necessary update it. You should only need to do this once.

Again, you can do this through Sentry-go or manually using Windows.

Using Sentry-go

The quickest & easiest way of configuring the server’s Security Event Log is by using Sentry-go itself. To do this,
configure the Sentry-go monitor using the Client Console & select the “Files” tab. At the bottom of this window, click
the “User Access Settings” button to display the following window ...

User Access Settings

| order to record wzer access information, Windows must be configured ta allow audit information to be captured.
r'ou can do thiz uzing the local Secunty Policy, or through the following options ...

Dizable File Auditing ... Enable & Werify File Auditing ...

@ Thiz zetting may not be enforced if your domain policy overrides it. |n thiz case, you must also configure
the Darmain Security Palicy.

YWindows uzes the Security Event Log to staore meszages that the monitar will process. Youw can uze the option

below to engzure the Event Log is configured corectly ... \
Werify Event Log ... | >

e

e —

"when requested, the monitor can zave detailz of the uzers & processzes that access monitored files &
1 diectories .

Save information to this file [blank for none] : ID:'\F‘ngramData'\.S entry-go Monitoring SpstermtLogshFiledcoe _I
Delete data older than : |'| 2 hours fram the: file [0 retaing all data)

@ﬂ The following optiong allow wou to contral the U zer Access information recarded by the monitor .

¥ Fecord the application the user was running when the access was made
[ Record external client information, such az client uzer |0, workstation, IP-address

Show Me ... Help .. Cancel k.

Now click “Verify Event Log”.



After selecting this option, the Console will connect the monitor & display a web report. Once complete, the results of
the request will be displayed to you. For example ...

lif' WALTON-64 - Sentry-go Monitoring Service - Configure Event Log - Windows Internet Explorer

@A - |g hitp:/flocalhost: 1000/SgoMnirVerifyFileEventLog.sgp j *4 || X I_'.'& Search 2|
= 33
A gg| -| @ WALTON-64 - Sentry-go Ma... | & WALTON-64 - Sentry-go Mo... | & WALTON-64 - Sentry-go ... X | | o~ B - o= - |2k Page v {0F Tooks -
i SENNY=ygu= LUMmgure cvert Loy d

Licence : Demonstration {Shareware)
Generated on @ 4th Nov. 2008 at 18:00:58
System Health m <§ B87% cheds sucoess [7]
A

Sentry-go Monitoring Senvice is verifying the Event Log settings for file auditing on the server. The results are shown below ..

Request Summary ...

Request from client - 127.0.0.1
Request : Verify Security Event Log Settings for auditing on this server
Server - WALTON-64

Result : The Event Log has been verified ...
In order to ensure that file access information can be captured, the following changes are

recommended. Without these. or similar settings, file access information may not be available or
may, in some cases, be missing ...

o The Security Event Log file size should be at least 20Mb to ensure information is available (in fr
some cases it may need to be higher if many audit records are being generated).

e The Event Log should be set to overwrite older records (i.e. not stop recording when the log
file is full and not archive older records).

rm these changes now, e button below ..

I Configure Event Log Now

|Done l_ l_ l_ l_ l_ l_ l_ |£'i. Local intranet | Protected Mode: Off H100% v g

If changes are recommended, this indicates ...

e The size is set below 20Mb (which is the minimum recommended to hold the audit information)
e The audit records are not set to “Overwrite as needed” (or equivalent).

Both of these options may lead to records not being logged and hence file access information being missed. Click the
“Configure Event Log Now” button to alter these settings (or see below to set them using Windows instead).

If in doubt, contact your System Administrator before proceeding. Changes here may have an affect on
other systems.



Using Windows

To view/configure Event Log settings using Windows on tools, run the Windows Event Viewer (EventVwr.exe) and
display properties of the Security Event log ...

B Event Viewer

File  Action View

Help

=1 B3

== Hm

@ Event Viewer (Local)
'_? Custom Views

Security  1Events (1) New events available

Ve Events As...
Attach a Task To this Log...

View

Refresh

Help

Event ID:
Level:
User:
OpCode
More Inf

5 [ m Windows Logs Keywords Date and Time Source Event ID | Task Cate
§.—| Application Audit Success 21092009 12:48:38 Eventlog
| ™
§—| Setup Open Saved Log...
g.—| Syste Create Custom View...
§—| Forwz  Import Custom View...
= Applicatio
‘,J Subsgg

Log Properties - Security (Type: Administrative)

1102 Log dear

Eull Mame: Security

Log path: FeSystemRoot ¥\ System32\Winevt' Logs\Security. evibe
Log size: 68 KB(69,632 bytes)

Created: 31 October 2008 01:09:35

Modified: 21 September 2009 12:48:38

Accessed: 31 October 2008 01:09:35

able logging

Maximum log size (KB J: 20480ﬂ

When maximum event log size is reached:

& Overwrite events as needed (oldest events first)

Archive the log when full, do not overwrite event,

Clear Log |

|Di5play5 Log properties.

Cancel | Apply |

For example, the log ...

20480Kb)

Show be configured so that it will not fill up (e.g. select “Overwrite events as needed”).

Should be set to be large enough to hold the required information for a complete scan cycle (e.g. at least



Configuring the file system

Lastly, to capture user access information, auditing must also be configured for the file/directory being monitored.
There are two ways to do this, either automatically using Sentry-go, or manually using Windows Explorer.

Using Sentry-go

In most cases the simplest option is to let the monitor configure access automatically. You can also use options to
verify that the settings are correct.

Option 1. When defining or editing the check

When you're defining the check using the Client Console, tick the “Configure Windows auditing for this check during
start-up” option. This will configure the monitor to enable/verify auditing during start-up.

Add/Edit File/Directory x|
Details | ‘- Bxclusions {22} User Access | & Schedule | % Response | /A Nert |
fou can record user access information for this check by selecting the options below ..
@ ¥ Record user access details when alert is tiggered.

¥ Show usertelated information within alert messages that are tiggered.

[~ Show cliertrelated information, where available, within alert messages
that are tiggered.

lgnore these users/processes (zeparate multiple entries with a comma, use name
onby do not include “exe’etc) ..

User access information is captured using Windows file/directony auditing.
try-go can configure & verify this for you using the options below ...

Cyrfigure windows auditing for this check during start-up
ify user access details are available during start-up

verfy fails, continue to attempt to retieve user access information

Tao configure your server to enable these options, please click "User Access
Settings’ from the main file list.

QK I Cancel Help




After defining a check on the main list

If you‘ve already defined a check and wish to enable auditing or verify user access, highlight it in the list & click “Verify
User Access” ...

x|
a
Sentry-go Monitoring Settings

* A Configuring settings made easy!

ée” Services

3 Network | |5 Perf. | EY Logs | =2 Disks

E Process | &) Printers ” £ Files E_;E Por 7 I 'I

Sentry-go allows you to monitor file & directories, including changes & access on your server ...

— Monitor Files & Directories
The following files/directories are cumently defined ...
File | Check | Interval | Action | No.Er.. | Mets? |
| ™ FWWork Files updated! File Updated Default Mo Response - Ale... 1 defin...
Directory DoesMot Exist does not exist Dir Mot Exdst  Default Mo Response - Ale... 1 1 defin...
Mare than 2 files in directory Mo. Files Default Mo Response - Ale... 1 1 defin...
Mo new . TXT file created Mew Files ...  Default Mo Responge - Ale... 1 Mot de...
Test directory exceeds Sbytes Dir Size Default Mo Response - Ale... 1 Mot de...
Test"Accessed directary is accessed File Access... Default Mo Response - Ale... 1 1 defin...
Total directory size File Size Default Mo Response - Ale... 1 1 defin...
[¥] Total indiv. TXT files = 10 bytes Indiv. File ...  Default Mo Response - Ale... 1 1 defin....
UNC path does not exist Dir Mot Exist  Default Mo Responge - Ale... 1 1 defin...
Copy | Deete | Add.. | Ed.. |

By default, un these checks eveny |1 minutes

ok | Cancel | Hep |

The monitor’s web interface will be accessed and the results displayed on-line.



Verifying All Checks

If you‘ve already defined a number of checks and wish to verify auditing on all that are configured you capture user
information, close the configuration window and return to the main Console window.

'Sentrv-go Client Console

File View Reportng Tools Help

G =

Add Remove

8"

Solutions

roo»

Start Stop

&

Confia

G GE

Emable  Disable

o %‘? o=

Alerts,  Status Filter ~ Options

Scan

E- WALTON-64 Server Date/Time Monitor Mame Error -

Status : Running Wl viALTON-64  04/11/2008 15:.. ProcessMonitor  Antivirus The process check AnﬁviruJ
E OfS Version : Windows 2008, |Sh\yaTON-64  04/11/2009 15:... EventlogMonitor Al Application E... Internal Configuration Errc
Monitor Version : 5.0 WWALTON-64  04/11/2009 15:... ProcessMonitor  AntiVirus The process check AntiViru

B Config Last Updated : Novem izt 0 ron64  04/11/2009 15:... EventLogMonitor All Application ... Internal Confiquration Errc..
Time of last Error @ 04711200 | 4 | »

Last Errar Name : AntiVirus
E| @ Monitored Components Real Time Activity (Disconnected) - Click the 'Start Activity’ button to connect |
53 Metwork Availability monit
F':_l Performance monitoring
@3 Event Log & Log File moni
- =3 Awailable Disk Space moni
" \"u'indo'.-\'s Service monitori

S FTOCESS moni
% Printer & Print Queue mor

ﬂa‘_ Configure ...
~5g TCP/PP Verify User Access ...
i HTML Av

[ FTP Availability monitaring

-mail Send/Receive moni
@ Database

- @ SQL Server Lock monitorir
% Script-based monitoring

< | i

¥

In the left hand server list, expand the server you wish to verify and display its monitoring components. Right click the
“File Monitoring” entry and select “Verify User Access”. All checks configured to record user access information will be

verified.

Once again, the Console will connect to the monitor’s web interface and display a report containing the results of these
checks.



Using Windows Explorer

Although it is recommended that you let the monitor configure auditing on files/directories for you, as shown in the
previous section, for completeness, we will describe how to do this using Windows Explorer here.

To enable or disable auditing for a file or directory using Windows Explorer ...

e Logon to the server as an Administrator.
e Access the file or directory using Windows Explorer.

'3 It is recommended that this is performed locally on the server on which the file/directory resides,
even if you are monitoring it remotely.

¢ Right-click over the file or directory & select “Properties” from the menu.
e Click “security” to display the security window.

B Logs Properties |
General I Sharing Security I Previous Versions | Customize I
Object name:  C:AlUsers‘neilchDesktop*.Logs

Group or user Names:

ESYSTEM
% Neil G. Clegg (neilc@SURBITON3DS.LOCAL)
52, Administrators (SURBITON3DS Administrators)

To change pemissions, click Edit. Edit ...

Pemissions for SYSTEM Allow Dery

Full contral

Maodify

Fead & execute
List folder conterts
Read

Write

For special pemissions or advanced settings. ]
click Advanced. =

|_I*_ )

Leam about access control and permissions

ok | cancel | ipob |




Click “Advanced” to display additional settings, then select the “Auditing” tab to display audit details for this file
or directory ...

P Advanced Security Settings for Logs

£y [
Appl




If you are asked to confirm the request, click “Continue” ...
. Advanced Security Settings for Logs
Auditing |
To view or edit details for an auditing entry, select the entry and then dick Edit.

Object name: C:Wsersineilc\DesktopiLogs

Auditing entries;

Type | Mame | ArCCess | Inherited From | Apply To

Add... Edlitt,. FEmayE

¥ Indude inheritable auditing entries from this object's parent

[ Replace all existing inheritable auditing entries on all descendants with inheritable auditing entries from this object

What are the requirements for auditing object access?

QK I Cancel Al

Any audit values already configured will be shown.
To enable monitoring, click “Add”.



e You can choose to enter any valid user or group name, though to ensure all users/processes are recorded, it
is recommended you use the “Everyone” group ...

R Auditing Entry for Logs |
Object |
Mame: I Everyone Change... |
Apply onto: IThis folder, subfolders and files j
Arcess: Successful Failed

Full contral

Traverse folder [ execute file
List folder f read data

Read attributes

Read extended attributes
Create files [ write data
Create folders [ append data
Write attributes

Write extended attributes
Delete subfolders and files
Delete

iOO00O00000ooo0ono

[
Apply these auditing entries to objects |
[ and/or containers within this container e

only
Managing auditing

K I Cancel |

e Tick “Full Control” for “Successful” entries as shown above.

'3 Failed entries are not used by the monitor.

e Also ensure the “Apply onto® option on this window is set appropriately — e.g. if you are also monitoring sub-
directories, ensure this setting includes subfolders etc.
e Click OK for all open windows.



Disabling or removing auditing on files & directories
Using Sentry-go

When a check is removed, Sentry-go automatically checks to see whether auditing was previously enabled for it. If it
was, the Console will prompt you as follows ...

Sentry-go Client Console x|

% The ched: being deleted is configured to refrieve user access

! information and is therefore using Windows auditing, Would you
like Sentry-go to disable auditing for this chedk before the item is
removed ...7?

Auditing is used by Sentry-go to refrieve user access information.
When no longer required, it is recommended that auditing settings
for the file/directory is disabled. However, if other chedks are
using audit information, or you subsequently do not save
configuration updates, you will need to re-apply these settings
later.

Click “Yes” to request that the Sentry-go monitor should reconfigure Windows to disable auditing for the file/directory
used by the check.

[B If another check monitors the same directory structure or files and user access monitoring is enabled,
you should select “No” to this prompt.

If you select “Yes” to the above and subsequently cancel configuration changes — and therefore do not
wish to remove the check, you may need to re-instate the audit settings removed here before user
access information can used.

Using Windows Explorer

To disable auditing manually, follow the steps shown in “Using Windows Explorer” above to display audit information,
then delete the appropriate entry (e.g. the entry for the “Everyone” group) from the audit list.



More Information

If you need more help or information on this topic ...

Read all papers/documents on-line.

Watch demonstrations & walkthrough videos on-line.

Visit http://www.Sentry-go.com.
Contact our Support Team.

Sentry-go

TIRRRAL

Sentry-go, © 3Ds (UK) Limited, 2000-2013
East Molesey, Surrey. United Kingdom
T. 0208 144 4141
W. http://www.Sentry-go.com
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